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Abstract

In future Internet, multi-network services correspond tees paradigm that intelligence
in network control is gradually moved to the edge of the nekwds a consequence, the
application itself can influence or determine the amounibofscimed bandwidth. Thus the
user behaviour may change dramatically. This impacts ttaiQwf Service (QoS) and the
Quality of Experience (QOE), a subjective measure from ger perspective of the overall
value of the provided service or application. A selfish ugeapplication tries to maximize
its own QOE rather than to optimize the network QoS, in catti@a legacy altruistic user.

In this paper we present the IQX hypothesis which assumesmmential functional re-
lationship between QoE and QoS. This contribution is a fiegt sowards the quantification
of the QoE for edge-based applications, where an exampl®Iéf i¢ taken into account.
Starting from a measurement of the Skype application, wevshe basic properties of
selfish and altruistic user behaviour in accordance to é&dged intelligence. The QOE is
quantified in terms of MOS in dependence of the packet losseéhd-to-end connection,
whereby Skype’s iLBC voice codec is used exemplarily. Itisvgn that the 1QX hypothesis
is verified in this application scenario. Furthermore, shlfiser behaviour with replicated
sending of voice datagrams is investigated with respetigt@btained QoE of a single user.
In addition, the impact of this user behaviour on congesiiotine network is outlined by
means of simulations.

1 Introduction

In future telecommunication systems, we observe an increasing diversitge$s networks and
the fixed to mobile convergence (FMC) between wireline and wireless newadihis implies
an increasingly heterogeneous networking environment for netweaikgléications and services.
The separation of transport services and applications or servicesttead ti-network services,
i.e., a future service has to work transparently to the underlying netwadstnficture. For such
multi-network services, the Internet Protocol is the smallest common denomiBéth roam-
ing users expect theses services to work in a satisfactory way regmafléhe current access
technology such as WLAN, UMTS, WIMAX, etc. Thus, a true multi-networkvg® must be
able to adapt itself to its “surroundings” to a much stronger degree tharisvigpported by the
TCP/IP protocol suite.

Streaming multimedia applications for example face the problem that their predurnranas-
port protocol UDP does not take any feedback from the network intowat. Consequently,
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any quality control and adaptation has to be applied by the application itsel attfe of the
network. Prominent examples eflge-based applications applying edge-to-edge control are
peer-to-peer (P2P) applications such as eDonkey or BitTorrent eSlgiP, YouTube, etc. The
network providers have to cope with the fact that these edge-baskchdipps dynamically de-
termine the amount of consumed bandwidth. In particular, applications suskygpe do their
own network quality measurements and react to quality changes in ordegdHedr users sat-
isfied. The edge-based intelligence is established via traffic controlicajon layer. Traffic
engineering in future Internet has to consider this new paradigm.

The shift of the control intelligence to the edge is accompanied with the fadt#abserved
user behaviour changes. A user can appear altruistic or selfish.hSedis behaviour means
that the user or the application tries to maximize the user-perc€uality of Experience QoE
rather than to optimize the netwouality of Service QoS. Very often the selfish behaviour is
implemented in the software downloaded by the user without his explicit noticeoritrast,
altruistic users, whose behaviour is instructed by network providerawadfitrol protocols (like
TCP) help to maximize the overall system performance in a fair manner. Inageaf file-
sharing platforms, an altruistic user is willing to upload data to other users, aisidfish user
only wants to download without contributing to the network. For voice ovéWdPP), altruistic
users would reduce the consumed bandwidth in the case of facing tiongeshile selfish users
would continuously try to achieve a high goodput and QoE, no matter okcolesnces for other
users.

User satisfaction with application and service performance in communicattoonks has
attracted increased attention during the recent years. The notion of @troduced in sev-
eral white papers [1, 2, 3, 4], mostly in the context of multimedia delivery BEM. Besides of
objective end-to-end QoS parameters, QoE focuses on subjectiatioakiof service delivery
by the end users. It addresgayservice reliability comprising service availability, accessibility,
access time and continuity, afio) service comfort comprising session quality, ease of use and
level of support [2]. The necessity of introducing QoE can be expliaimethe example of VolIP.
A voice user is not interested in knowing performance measures like pladseor received
throughput, but mainly in the experienced speech quality and timeliness dafthection.

There is however a lack of quantitative descriptions or exact definitib@®&. One particu-
lar difficulty consists in matching subjective quality perception to objective sorable QoS pa-
rameters. Subjective quality is amongst others expressed thidegyihOpinion Scores (MOS)
[5]. Links between MOS and QoS parameters exist predominately foefpiaell voice such as
VoIP. Numerous studies have performed measurements to quantify thedaffadividual im-
pairments on the speech quality to a single MOS value for different cofteaxample G.729
[6], GSM-FR [7], iLBC used by Skype [8], or a comparison of someezzd[9]. Additionally,
the E-model [10] and extensions [11] exist that assess the combimetsadf different influence
factors on the voice quality. In [12], the logarithmic function is selected asergefunction for
mapping the QoE from a single parameter because of its mathematical chatiaster

This work, in contrast, motivates a fundamental relationship between theaQoEuality
impairment factors such as packet loss and related jitter. xforeential solution is derived for
the Interdependency dQoE andQoS hypothesis, referred to as 1QX . This contribution is a
first step towards the quantification of the QoE for edge-based applicatitiese an example
of VOIP is taken into account.



2 Edge-Based Intelligence and Quality of Experience

The rest of this paper is organized as follows. Section 2 introduces mukidrieservices
and the emerging of edge-based intelligence. Starting from a measuretiemiSkype appli-
cation, we show the basic properties of selfish and altruistic user behakieuto edge-based
intelligence in Section 3. This is realized among others by an adaptive bahdwaidtrol trig-
gered by QOE. Section 4 starts with the quantification of the QoE of a Volkcappn. We
discuss the IQX hypothesis and the exponential functional relationshigbe QoE and QoS.
It is exemplarily verified in Section 4.1 in terms of MOS depending on the pdckstof the
end-to-end connection, whereby the iLBC codec as used by Skypeeis. tAke assume that
the selfish users of the VoIP application utilize replication of voice datagramsxamize their
QoOE, while the altruistic users change to a codec with a lower quality to consss&aad-
width. As aresult, the benefit of the replication is investigated from a singlésysoint of view
in Section 4.2. The impact of this selfish user behaviour on the networkestiag is briefly
illustrated in Section 4.3. Finally, Section 5 summarizes this paper.

2 Edge-Based Intelligence and Quality of Experience

From traffic engineering viewpoint, the shift of intelligence to the edge israpanied by a
number of changes:

e Change of user behaviour and traffic profile: edge-based serflikesSkype) perform
QoS measurements itself and adapt the traffic process according to teédveerQoS
(packet blocking probability or jitter). The traffic change of those appboa could be
quite selfish, i.e. it tries to maximize its own QOE no matter of the network overload
condition.

e Change from Multi-service Networks to Multi-Networks Services: An etlgsed appli-
cation could use many networks with different technologies in parallel, gathie ques-
tion which network has to maintain which portion of the agreed QoS. From thépee-
tive, the QoE will be the major criterion for the subscriber of a service.

e Higher Dynamic of Network Topology: an edge-based application is ofvetralled by
an overlay network, which can change rapidly in size and structurerasodes can leave
or join the overlay network in an distributed manner.

Multi-network services will be often customer originated services. Togetitd the edge-
based intelligence, the change of bandwidth demand and consumption igeabgdich only
depends on the user behaviour and the used software of that s@mebandwidth demand is
no longer under control of the network provider. A good example forghimdigm change is
illustrated by the huge amount of traffic for P2P file-sharing [13] conharaveb traffic.

However, the multi-network service has to maintain a certain QoE for eachAsa conse-
guence, the edge-based application is responsible

(a) to evaluate the QOE at the end user’s site and

(b) to react properly on the performance degradation, i.e., that the afipticadapts itself to
the current network situation to maintain the QoE.
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Figure 1: Quality assessment mechanisms for QoE

Figure 1 illustrates the QoE control scheme of such a multi-network serviserslare con-
nected to each other via the corresponding access technologies. Ehie @sessed during a
periodtg of time. Accordingly, the altruistic users and the selfish users react dibde& ob-
tained from measurements. In this paper we observe the Skype VoliBesgrmore detail as
an example for a service with edge-based intelligence. This example shewkahge in user
behaviour and bandwidth demand and discusses the QoE adaptation sichetine way Skype
reacts to keep the QoE.

3 Measurement of Skype VolIP

Skype is a proprietary VoIP application which is based on P2P techndtanffers rapid access
to a large base of users, seamless service operation across diffpesof networks (wireline
and wireless) with an acceptable voice quality [8], and a distributed andbtfagent operation
of a new service. The voice quality of the Skype service is achievediby appropriate voice
codecs, such as iSAC and iLBC [14], and by adapting the sender trafiicaccording to the
current packet loss and jitter of the end-to-end connection. The lattcisaeferred to aQoE
adaptation in the following.

This QoE adaptation can be illustrated by a measurement study preseritet@itjgégeneral
measurement setup is the following: Skype user A sends audio data to &&pB. We used
an English spoken text without noise of length 51 seconds, a sample gakdaf encoded with
16 bits per sample which is a standard audio file for evaluating VoIP and laleaét[16]. The
wav-file is played in a loop with a pause of 9 seconds in between using thenfWiaadio player
on machine A. The output of Winamp is used as input for Skype (insteadnadraphone). On
sender A and receiver B, Windows XP is the OS, Skype 2.0.0.81 (Fgb2@06) is installed
and a packet trace is captured with TCPDump on each machine. In ordewtate various
network conditions on the link between machine A and machine B, we use thet\isfiware
[17]. Nistnet is installed on a separate machine with three network interéamksperates as
gateway for A and B and to the Internet, cf. Figure 2. With this measureretuy,sooth Skype
user A and B have access to the Internet (which is required for usingahige), while packet
loss is only emulated on the direct connection from A to B. Here, Skypedescaudio with the
iISAC codec due to the used hardware. If the power of the machines is B8@WHz, Skype
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Figure 2: Measurement setup for a Skype call

will use the iLBC codec.

Figure 3 shows the reaction of the Skype software on packet lossy B@ems, a packet
is sent from user A to user B (with a measured standard deviation of 6.65Ting)measured
packet loss ratio on the right y-axis denotes how many packet got lostelwh we used the
average for a window size of 6 s. On the left y-axis, the average siteeofoice packets on
application layer is plotted in bit. Again, we used a window size of 6 s corretipg to 200
voice packets. First the Skype call is established between user A and ®eastart with no
packet loss. The size of a packet varies between 90 bit and 190 bit widaaured average of
150 bit. It has to be noted that the oscillations of the packet size deriwetire measurement
setup. During the pause interval, Skype sends still packets, but only wite af 50 Bit.

After 5 minutes the packet loss probability is increased about 5% every twaesiruntil the
packet loss probability reaches 30%. The time interval of two minutes waoho ensure that
Skype reacts to changes. We have found out that Skype needscaigoniinute to change e.g.
a voice codec. As we can see in Figure 3, Skype reacts on the exgeli®o& degradation in
terms of packet loss by increasing the packet size, whereas still eDans3 packet is sent.
The size mainly ranges between 240 bit and 320 bit with an average ofi280 bontrast to
before, the packet size is nearly doubled. This means that Skype sewd®dundant infor-
mation within every voice packets while experiencing packet loss in orderitttarathe QoE.
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Figure 3: Measurement of Skype’s QoE adaptation on changes in the-emd link
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However, as a certain threshold is exceeded (here: about 20%t pas&k the packet size is
decreased again and with 125 bit on average smaller than in the beginnifggindibates a
change in the used voice codec. As soon as the packet loss probabiktyreaded again and
falls below a certain threshold, the sender rate is again adapted by chaingipacket size. In
[15], we have also shown that Skype even does rerouting on applidagienif the packet loss
or the round trip time on the direct end-to-end connection is too high.

This measurement points out that edge-based applications try in factgdhee€oE above
an acceptable threshold. In the case of Skype, this is done by adaptiagthmt of consumed
bandwidth. If the receiver’s application detects packet loss, it insttetsender to increase the
bandwidth. For a VoIP call, this is easily possible, since the connection iddplex and the
connection from user B to user A is used to send the feedback informadiere, a change of
the bandwidth consumption and the user behaviour is observed. A usén b®more precise,
the application — behaves selfish to get the maximum QOoE, irrespective dftilverk overload
condition. This observation was the starting point for this study aiming at tiraa#®n of the
QoE.

4 Quantitative Observation of QoE

In this section we focus on a fundamental relationship between the QoEuafity gmpairment

factors, like packet loss or jitter. As an analytical solution of the relationbkiveen QoE
and loss, we formulate the IQX hypothesis (exponential interdependdr@gE and QoS) in

Section 4.1. A first verification of this hypothesis is done using real measnt of the iLBC

codec. Regarding the single user’s point of view, the benefit of replggaoice datagrams is
analytically derived with respect to the QOE in Section 4.2. The costs for¢his\®ement are a
higher amount of consumed bandwidth and the risk of worsening potestiabrk congestion.
In Section 4.3, the impact of selfish and altruistic behaviour on the netwolkigsiscussed.

4.1 The IQX Hypothesis for Quality of Experience

We use as example in the following theternet low bitrate codec iLBC [18], which is a free
speech codec for VoIP and is designed for narrow band speech.basic frame lengths are
supported: (a) 304 bit each 20 ms, yielding 15.2 kbps, and (b) 400 ¢iit @& ms, yielding
13.3 kbps, respectively. The latter is used in Skype when the CPU ofdldemchines is below
600 MHz [8].

We performed a measurement series in which the iLBC codec (b) is explicgty towever,
with a probabilityp;.ss a packet gets lost on its way from user A to user B. We vary the packet
loss probability from 0% to 90% in steps of 0.9%. The audio data as desdnlgeattion 2 is
used as input speech file. At the receiver side, the audio stream isiptpeah audio wav-file.
Each experiment is repeated ten times, i.e. 1010 measurements were conducte

In order to express the QoE of the VoIP call, tMean Opinion Score MOS|[5] is used. There-
fore, the audio file sent is compared with the received wav-file using treepteial Evaluation
of Speech Quality (PESQ) method described in ITU-T P.862 [19]. Thétieg PESQ value can
be mapped into a subjective MOS value according to ITU-T RecommendatigiT IP.862.1
[20]. Figure 4 shows the obtained MOS values in dependence of thetplads probability
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Dloss TOr the conducted experiments. The MOS can take the following valueba(t)(2) poor;
(3) fair; (4) good; (5) excellent. Obviously, the higher the packet pysbability, the lower the
MOS value is.

In general, the QoE is a function efinfluence factord;, 1 < j < n:

QOE:CI)(IMIQa“' 7In) . (1)

However, in this contribution we focus on one factor indicating the QoS, dlo&qt loss prob-
ability p;.ss, in order to motivate the fundamental relationship between the QoE and an-impair
ment factor corresponding to the QoS. Hence, the idea is to derive thediual relationship
QoE = f(piss)- In general, the subjective sensibility of the QoE is the more sensitive, the
higher this experienced quality is. If the QoE is very high, a small disruptitindecrease
strongly the QoE, also stated in [12]. On the other hand, if the QoE is alleaga further
disturbance is not perceived significantly. This relationship can be nedivahen we compare
with a restaurant quality of experience. If we dined in a five-star restéua single spot on the
clean white table cloth strongly disturbs the atmosphere. The same incideatrappuch less
severe in a beer tavern.

On this background, we assume that the change of QoE depends omrtre vel of QOE —
the expectation level — given the same amount of change of the QoS vadtieedatically, this
relationship can be expressed in the following way. The performanaadtsipn of the QoE
due to packet loss |§2LE Assuming a linear dependence on the QoE level, we arrive at the
following differential equation:

0 ~
5o =G+ (QoE ~7) . @

The solution for this equation is easily found as an exponential functioigthwaxpresses the
basic relation of the IQX hypothesis:

QOE =« - 6_ﬁ'ploss + ry . (3)
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Figure 4: Exponential estimation of QOE in dependence of packet lobalpitidy p;.ss
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For pjss — 1, the QoE in terms of MOS approaches its minimum of 1 from above. From the
measured data, we obtain the following fit for iLBC voice codec (400 bitk 88ans), following
the IQX hypothesis:

QoE = 3.0829 - ¢~ 46446Pioss 4 1 07 . (4)

It has to be noted that the packet loss is only one impairment factor indicaBnQdB. For a
general quantification of the QoE, additional factors like jitter have to bsidered according
to Eq. (1), which will be part of future work. Nevertheless, Eq. (4) Wwélused in the following
section to derive analytically the impact of replication of voice datagrams oQadlie

4.2 Impact of Replication of Voice Datagrams on QoE

Based on the experiences with Skype, we propose as one possibilityptieatien of voice
datagrams to overcome a QOE degradation due to packet loss. Againhgidarothe iLBC
voice codec, as introduced in Section 4.1. This means that éviesy 30 ms, a voice datagram
of size sy0ice = 400 bits is sent. Areplication degree R means that the voice datagram is
additionally sent in the following? — 1 packets. As a consequence, a packet containsow
voice datagrams with a total packet sizes@f et = Sheader + R - Svoice- The variablesycqger
denotes the overhead for each packet caused by TCP and IP $ié2@@&yte + 20 Byte) and
on link layer (e.g. 14 Byte for Ethernet). Hence, the required bandwidghliisear function
iN R: Cyeq = headertdbsvoice The gain of this bandwidth consumption is the reduction of the
effective voice datagram loss probability- p..ic.. FOr a given packet loss probabiliby, ;s and

a replication degre&, a voice datagram only gets lost if &l consecutive packets containing
this voice datagram get lost. Thus, it holds

DPvoice = 1- Pﬁss . (5)

The effect of the voice datagram replication can be seen in Figure Sémliaation degree of
R =1,---,6. Onthe x-axis the packet loss probability, is denoted. The QoE on the y-axis
is computed according to Eg. (4) whereby the voice datagram probability.i(bEis used. For

4.5
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Figure 5: QoE in dependence on the replication degree (w/o jitter)
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Dloss = 0.2, the QoE is only2.29 for R = 1. A replication degree ok = 2 andR = 3 leads

to a QOE 0f3.63 and4.04, respectively. This means the QoE could be improved from a poor
quality to a good quality. A further increase of the replication degree onlgig/ite a small gain

as compared to the growth of the required bandw(dtl,.

Besides the increased bandwidth consumption, the replication also causegtter, as the
voice datagrams are not received evéryy= 30 ms, but maybe in one of the — 1 following
packets. Next, we compute the probabiijiy) that a voice datagram is successfully transmitted
in thei-th try, used to quantify the jitter.

g(l) = p;;i; ’ (1 - ploss) (6)

The probability that a voice packet is received follows as

R
Pvoice = Z g(l) = (1 - ploss) + ploss(l - ploss) +oF p;ﬁs_sl(l - ploss) ’ (7)
=1

which agrees with Eq. (5). The number Y of trials which is required to ssfally transmit a
voice datagram is a conditional random variable. It follows a shifted ganukistribution and
is defined forl < i < R;

o CEOM(one) iy 5y = ) _ Pl (1 Prows)

Y R
DPuoice Duvoice 1- Dioss

(8)

We define the jittes to be the standard deviatigp Var|t,..,.q] Of the interarrival time of received
packets, normalized by the average titiebetween any two sent packets= +/Var(t,c,q]/ At.

For the sake of simplicity, we assume a deterministic inter packet senttina@d a determin-

istic delayts_.,» from the sender to the receiver. Then, the jitter can — after some algebraic

18
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Figure 6: Increase of jitter due to replication of voice datagrams
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transformations — be expressed as

\/E[tzcvd] —Eltrewd®  \JE[(YADZ —E[YAL®
At B At B

R 2
Dloss DPloss™ ™ * R
— \/ — 9)

EYV? - EY ]2

(ploss - 1)2 (plossR - 1)2 )

Figure 6 shows the jittes for a replication degrees < R < 6 in dependence of the packet
loss probabilityp;,ss. EQ. (9) is an exact formula, which we also validated by implementing a
simulation. The solid lines correspond to the analytical calculation of the jittéle wie solid
lines with the dots as marker show the simulation results. Both curves agréieeacmhfidence
intervals are too small to be visible.

The cost of the voice datagram replication — beside the increased bahdwitsumption —
is an increased jitter. But jitter also impacts the QoE and is of course one impéaiian#ar in
Eq. (1). As a result, a maximal degré®,... of replication exists and a further increase does
not improve the QoE anymore. ITU-T G.114 recommends a latency of théoemad delay of
150 ms, referred to as toll quality, and a maximum tolerable latency of 400 ntording to
the end-to-end dela;_,,- and the inter packet sent tindet = 30 ms, the following inequation
has to hold

R-At+tyy < tmas (10)

for a maximum allowed latency, ... For example with,,,,.. = 200 ms andt;_.,. = 10 ms, the
maximum replication degree is limited &,,,, < 6.

4.3 Network’s Perspective for Edge-Based QoE Management

From the single user’s point of view, the replication of voice data oversdh®edegradation of
packet loss and enables to keep a certain QoE. The cost for this aukievis a higher amount
of consumed bandwidth. However, if the packet loss is caused by stimigén the network,
this additionally required bandwidth worsens the network situation. We censalfish and
altruistic users which react on the perceived QoE. A single user meateeoE during a
periodtg, the so calledQoE assessment period. After each period, the user reacts on the
obtained QoE value and adjusts the amount of consumed bandwidth, astédstr&igure 1.
If the QOE is too low over some time, the user drops the call.

On one hand, the pure selfish user only looks on its own QOE which it triesxtomaa by
adjusting the throughput. This can be achieggtly increasing the packet size by the replica-
tion degreeR or b) by increasing the frequency of sending packetgto On the other hand
the altruistic user tries to minimize congestion in the network, i.e. the packet lobalplity,
in order to get a good QoE. Therefore, she uses a low-quality voicecdbgacket loss, i.e.
congestion, is detected.

In Figure 7, the consumed bandwidth over time of all altruistic and selfisls isseonsidered
in a congested system in which a bottleneck node of 110 kbps has to catnatffic from six
selfish and five altruistic users. While the altruistic users reduce their psaicke the selfish

10
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Figure 7: Voice datagram replication to achieve a bit rate of sent audionatmon

users increase the throughput. As a consequence, packets getdirte QoE decreases, and
the users give up after some time.

In practice, however, we do not observe or at least expect thateffishsusers will lose.
First of all, an edge-based application would react more sensitive theusdied in this section.
An important point is how the QOE is monitored and what are the optimal threshmwigkact.

In addition, there is different traffic traveling through the bottleneck. Ti@Fic, e.g., will be
pushed away by UDP traffic. In that case, the entire system behavithlrevehanged. These
aspects will be considered in future work.

5 Conclusions

Multi-network services with edge-based intelligence, like P2P file-shanirntheoSkype VolP
service, impose a new control paradigm on future Internet: They dadapimount of consumed
bandwidth to reach different goals. A selfish behaviour tries to keep tiaditQ) of Experience
(QoE) of a single user above a certain threshold. Skype, for instagpeats voice samples
in view of end-to-end-perceived loss, which increases the consuareividth. Altruistic be-
haviour, on the other side, would reduce the bandwidth consumption inascabe in order to
release the pressure on the network and thus to optimize the overall ng@réoskmance.

In order to study such behaviour, we first focus on the quantificatichefQOoE for edge-
based applications as a function of network Quality of Service (QoS)renuwe example of
VoIP is taken into account. The QoE is quantified in terms of MOS in deperdsitbe packet
loss of the end-to-end connection, whereby the iLBC voice codec is esmaplarily. The
IQX hypothesis (interdependency of QoE and QoS) is proposed aifiddor packet loss as
a QoS indicator. IQX assumes an exponential functional relationship bet@eE and QoS:
QOE B e*ﬁ'ploss + 7.

The impact of the bandwidth adaptation on the QoOE of a single user is thetifepganWe
consider a selfish user which replicates voice datagrams to overcomet pagk The gain
of this increased bandwidth consumption is the reduction of the effectiee datagram loss
probability. The cost of the replication — beside the increased bandwidsuogption — is an
increased jitter. The jitter also impacts the QoOE. As a result, a maximal degregication can

11
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be derived up to which an increase of the QoE can be achieved. Houfabe packet loss is
caused by congestion in the network, this additionally required bandwidtkews the network
situation. Thus, we illustrated the impact of selfish and altruistic behaviour emetwork

itself by means of simulations. Summarizing, the emergence of edge-badiedtmms and the
resulting user behaviour open a new scientific field with a lot of challenges solved.
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