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Abstract. This paper concerns the applicability of reputations systems for as-

sessing Quality of Experience (QoE) for web services in Future Internet. Repu-

tation systems provide mechanisms to manage subjective opinions in societies 

and yield general scoring of a particular behavior. Thus, they are likely to be-

come an important ingredient of Future Internet. Parameters being under evalu-

ation by reputation system may vary greatly and, particularly, may be chosen to 

assess the users’ satisfaction with (composite) web services. Currently, this sat-

isfaction is usually expressed with QoE, which represents subjective users’ 

opinions. The goal is to predict users’ satisfaction based on reputation values. 

This may be beneficial for service providers in terms of checking the fulfillment 

of SLAs, for retaining QoE on the satisfaction level for other users sharing the 

same network or service resources, and for providing the users with indications 

which resource to choose in order to maximize its experience. 

Keywords: reputation systems, QoE, web services, Future Internet  

1 Introduction 

A significant component of contemporary web services is a mutual user interaction 

which enables to create flexible and customizable web applications. In some extent, 

especially for social web services provision a middleware part is operated by provider 

whilst the value added content is delivered by service users. This concept features in 

Web 2.0 paradigm [32], which introduces a certain level of complexity to the service 

design and imposes new challenges for Application and Internet Service Providers 
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(ASPs and ISPs). Distinction between service and its user becomes hazy and may lead 

to the inevitable lost of manageability on provider side, resulting in service quality 

degradation or putting user businesses in an unacceptable danger. Widely used coun-

termeasures to the given challenge are reputation systems [15], [30], [31]. Apart from 

the service regulations and its strong security mechanisms the reputation systems per-

form an online monitoring of user activities and stimulate the associated community 

for a good behaviour. They also support accountability for malicious attitudes, which 

is often linked with a lowering the service quality. The reputation systems are enriched 

with a mechanism of sharing a reputation scoring on a particular entity among all 

interested users, service providers and may be considered in the future for better web 

service provision. The reputation scoring usually reflects an aggregated subjective 

opinion on a party but tends to depend on user’s activity, time scale and web service 

context [31]. The variety of party parameters being under evaluation by reputation 

system may be related to the certain key attributes of the service such as audio-video 

content and form the user satisfaction which is expressed by a set of QoE (Quality of 

Experience) metrics of the service [21].   

E-communities are dependent on online entertainment, trade and communication 

which is spread over the Internet services. E-commerce such as Amazon [ 1], eBay [ 2], 

information and social web portals (Wikipedia, Facebook, Google, MySpace, Flickr) 

incorporate advanced Web 2.0 mechanism for customizable content presentation, 

share and delivery. A versatile mechanism for usage of applications and computing 

resources as a service, called cloud computing [33] has moved the margin of  the 

computer user experience from the ordinary simple desktop applications to enriched, 

any-where and any-time, broadly portable web applications. This has been forcing 

service providers to face challenges in assuring market’s demanding attributes such as 

network-centric Quality of Service (QoS), the application design dependent strong 

security as well as ergonomics, which fit the human needs. These compose a mix of 

objective and subjective metrics of the service quality and need appropriate evaluation 

methods that reputation systems may deal with. 

The way of building the reputation distinguishes its subjective and objective nature. 

For instance in MANETS [16] a locally created reputation [15], [34] reflects  general-

ized opinion on the truthfulness of peers in the network but still remains a subjective 

measure of the service in a local neighborhood. It is a characteristic property of dis-

tributed reputation systems. In contrary a centralized reputation repository performs a 

global generalization and assuming that parties of subjective opinions are not related 

the reputation systems, yield an objective scoring [35]. A diversity of contemporary 

Web services may impose a need to adapt reputation metrics with use of collaborative 

filtering in order to get accurate and context aware subjective measure: the subjective 

reputation [36]. Collaborative filtering shapes the reputation in order to emphasize and 

share the characteristic features of subjective metrics and allows distinguishing the 

interpretation of a particular reputation for example user reputation and network repu-

tation. Operators, for example, might be interested in both subjective and objective 

network reputation. Subjective reputation reflects the individual customer’s view on 

the quality and price-worthiness of a service and is strongly related to the risk for 

churn, i.e., the risk of leaving the operator because of dissatisfaction. However, the 

operator has to treat the potential risk from single unhappy customers against the 



 

 

overall service quality, which is typically limited by the margin between income and 

investments. In this context, even the reputation of the (complaining) user might be of 

interest; a reasonable user’s judgment might be weighted higher than that of a well-

known grouch.  

The remainder of the paper is structured as follows. Section 2 presents and illus-

trates potential classification criteria for reputation systems. Section 3 provides an 

overview of relevant QoE models. Section 4 addresses the use of reputation systems 

for QoE evaluation. Section 5 concludes the paper. 

2 Reputation Systems Classification 

In the literature one can find a number of proposed reputation systems applied in 

different protocols and services. Assuming that the reputation systems are consistent 

and applied adequately to the requirements of a service or a protocol, they can have a 

variety of properties that make them more or less useful for other services, also the 

web services that are the subject of this paper. In the particular case of web services 

one should take into account the specific constraint that the quality of the service can 

be considered from at least three points of view. They are: the quality (value) of the 

website’s content, its quality of presentation (represented by, e.g., structure of the 

page HTML code) and, finally, by the quality of transmission. Therefore, before the 

application of a reputation system, one must precise the model assumptions to fix what 

is the real subject of the analysis.  

The reputation systems can be constructed using different mathematical techniques. 

Listing the most popular we have: probabilistic systems that describe the reputation as 

the probability of an expected reaction of a system (party) on a request, fuzzy theories 

based systems where the reputation is a fuzzy number established on a subjective 

opinion of customers, and deterministic systems where the reputation is expressed as 

an arbitrary number from an assumed range (mainly from the 0…1 interval). Inside of 

each of the above categories the systems can be classified according to specific ma-

thematical techniques applied for calculating the reputation and, especially, consoli-

dating it in time and using data collected from many sources. Concerning global reli-

ability, the reputation can be classified as objective or subjective, with possibly some 

intermediate states, referred as hybrid. We denote the reputation system as objective if 

the reputation is calculated according to knowledge collected independently of the 

service’s customers or is based on the information collected from statistically large 

group of users.  

The next important property of a reliable system is its sensibility in time that is how 

quickly the system reacts on changes in reputation of the service. This is strongly 

connected with the performance of the system on one hand and its time memory 

(memory of the reputation history) on the other. This property is especially important 

when we want to decide how quickly some critical events should affect the reputation 

and when it should be forgotten. This mechanism properly implemented enables the 

reputation evolution and rehabilitation of parties with low ratings. Finally, one can 

consider the architecture of the reputation system. Roughly speaking, the reputation 



 

 

system can be centralized or distributed (decentralized). This can be understood in 

two ways. Firstly, we can identify if the reputation data is collected and transformed in 

one or in many places. Secondly, the calculation of reputation can be controlled by 

one entity or it can be the result of cooperation of many independent entities.  

Analyzing the above properties we can observe that most of them are independent 

and some of them are in contradiction. The reputation system constructed for a spe-

cific service or protocol must have such properties that are the most adequate for its 

functioning and give the most useful information for its manager. Since the purpose of 

this paper is construction of the reputation system for supporting QoE for web ser-

vices, we propose a systematic classification of the reputation systems that can help in 

appropriate selection of the reputation system. 

Reputation systems (RSs) for web services and telecommunication networks can be 

classified, based on how the reputation is assessed, as objective, subjective or hybrid 

[3]. Subjective reputation systems (SRSs) create reputation by using measures formed 

based on subjective opinions and experiences provided by users of such systems. 

These measures are expressed e.g. in form of rating (or score). Examples of SRSs are 

eBay [2] or Amazon Auctions [1]. To create reputation measures objective reputation 

systems (ORSs) rely on ratings that have been assessed based on objective, well-

defined, repeatable criteria. The reputation values of the users are created using objec-

tive evidence as can be seen by the whole community. Example of such objective 

reputation system is Amazon book sales. Hybrid reputation systems (HRSs) combine 

characteristics of both SRSs and ORSs. In most cases these systems rely on ORS but 

the obtained reputation objective scores are interpreted by using subjective values and 

motivations. Example of hybrid reputations system may be individual rating of e.g. 

books apart from their real (objective) sale history.  

 

 

Fig. 1. Classification of RSs based on mathematical approach  

Moreover, reputation systems can be divided based on the mathematical approach 

to reputation creation (Fig. 1). The rest of this section is devoted to describe reputa-

tion systems based on provided classification. 

 

2.1 SRs based on probabilistic approach 

For reputation systems based on probabilistic approach there are mainly two possi-

bilities to consider: Bayesian networks and Subjective Logic. 

 

Bayesian networks 

Bayesian networks in reputation systems enable a theoretically sound basis for 

computing reputation scores. Bayesian reputation systems are based on computing 

reputation scores by statistical updating of probability density functions (PDF). Two 

types of Bayesian RS are proposed – binomial [4], which is based on Beta PDF, and 



 

 

multinomial [5], which is based on Dirichlet PDF. The updated reputation score is 

calculated by combining historical reputation score with the new rating.  

Serious limitation of binomial reputation systems is that they accept as inputs only 

binary ratings (positive or negative) and cannot reflect polarized ratings. Multinomial 

reputation systems overcome this drawback and can have any number of rating levels, 

and represent polarized ratings. 

For binomial reputation systems input parameters are provided as scalars. Histori-

cal data is involved in form of longevity factor and positive and negative evidence 

sum in reputation score calculation. For multinomial reputation systems input parame-

ters are provided as vectors. Historical data is also involved in form of longevity fac-

tor and accumulated evidence in a given period of time in reputation score calculation. 

Bayesian reputation systems collect ratings about users or service providers from 

members in a community. Then they are send to the central location i.e. reputation 

centre, where the reputation scores are computed and published. After the ratings 

about particular users are received, these users’ reputation value will change accord-

ingly. That is why Bayesian reputation systems are objective. 

 

Subjective logic 

Subjective logic [8] is a part of probabilistic logic, which includes in calculations 

uncertainty, belief and disbelief. Inputs and outputs in Subjective Logic are subjective 

opinions about states in a state space. This approach may be utilized to form a reputa-

tion system like presented e.g. in [7]. In this paper opinions are denoted as ω
A

x and: 

• ωA
x = (b, d, u, a) for binomial opinions which expresses party A's belief in the 

truth of statement x. Scalar b represents belief, d represents disbelief, u repre-

sents uncertainty and a is the base rate (a parameter which is then used to com-

pute an opinion's probability expectation value).  

• ωA
X =  ( b

r
, u, a

r
) for multinomial opinions which expresses the relying user’s A 

belief over a state space X and a
r

,b
r

, u ∈  [0, 1]. Vector b
r

 represents belief 

masses over the states of X, scalar u represent uncertainty mass (∑b
r

 + u = 1) and 

a
r

represents the base rates over X, and a
r

 is used for computing the probability 

expectation value of a state x (E(x) = b
r

 (x) + a
r

(x) u, so the vector a
r

determines 

how uncertainty contributes in this equation).  

 

When reputation values are expressed as subjective opinions, each transitive reputa-

tion path may be computed with the discounting operator. Moreover, paths can be 

combined using the cumulative or averaging fusion operator. These operators form 

part of Subjective Logic.  

Reputation systems based on Subjective Logic are used to derive local and subjec-

tive reputation scores so they are applicable mainly to distributed systems.  

Bayesian reputation systems are compatible with reputation systems based on Sub-

jective Logic. Combining these two mathematical approaches provides a powerful 

basis for assessing the quality of online services, in particular, web services. Such 

reputation system is proposed in [6]. This compatibility between Bayesian reputation 

systems and Subjective Logic creates a flexible tool and allows creating reputation 

values that consist of both subjective and objective ratings. This may be the most 



 

 

suitable solution for modeling QoE from reputation systems based on probabilistic 

approach presented earlier. 

 

2.2 SRs based on fuzzy logic approach 

Fuzzy logic is an attempt of rigorous mathematical treatment in situations where a 

model should reflect individual’s opinions but one cannot collect sufficiently large 

statistical data (experience). Such cases are typical when we try to classify rare events 

and therefore fuzzy methods found their place in reputation models. Here we present 

several fuzzy logic based methods of calculation of reputation and identify their prop-

erties useful for the web services case. All of them use fuzzy measures to express trust 

and reputation. They differ in how the individual trust of one entity to another is ex-

pressed, what kinds of reputation are considered and how individual and social reputa-

tions are aggregated to obtain the effective reputation used in decision-making.  

Good example of the fuzzy logic based reputation system is presented in Sabater 

and Sierra [9] where three kinds of the reputation are considered: individual, social 

and ontological. The individual reputation takes two values -1 and 1 and is based on 

individual decision. The social reputation one inherits from a group it belongs to, 

while the ontological reputation is consolidated value of the two other reputations. 

Moreover, the calculated reputation value naturally decreases in time.  

The authors in [10] proposed a system where a party can play several roles, each in 

certain proportion. The global reputation value of the party is a weighted aggregation 

of the reputations in each of the roles (quantified according to defined measures). 

In [11] a site assigns the party one of three linguistic trust levels (-1, 0, 1) after each 

interaction and cumulates the experience of contacts. When the number of contacts is 

sufficiently big, the reputation is calculated according to own experience. Otherwise, 

the site uses reputation of a party obtained from other sites.  

Song et al. [12] define a system where the site’s reputation is formed based on par-

ties’ own aggregated experience (using four factors: prior success rate, cumulative site 

utilization, its job slowdown ratio and job turnaround time) and the site self-defence 

capability (taking into account four security factors). Except of calculating reputation, 

some models propose also mechanisms of cheating detection (see, e.g., [13]) that help 

reducing false decision-making. 

 

2.3 SRs based on deterministic approach 

One may find a set of reputation systems that incorporates a deterministic approach 

to realize a mathematical evaluation engine of reputation systems. These groups of 

systems are usually optimized for real applications and take the opportunity of heuris-

tic reputation modelling. For example Google’s PageRank [14] scores a Web page 

according to how many other pages are linked with the scored one. For such a hyper-

linked network of pages the reputation of referring site has an influence to the scoring 

of pages that are referred to. System has a centralized nature and in order to avoid 

illegal positioning the additional mechanisms are used, for instance domain name 

costs or frequency of page updates.  

Similar approach to PageRank may be found in Liu et al. [15], where the reputation 

system is proposed for Mobile Ad-hoc Networks (MANET). The scoring is built ac-



 

 

cording to the own experience of nodes and the shared reputation of close neighbour-

hood. 

Liu’s model assumes that management of subjective opinions is realized in the de-

centralized environment. The system has ability to reflect a history of collected opin-

ions and evolve with changing dynamics. The input parameter vector is composed of a 

weighted list of attributes, which are shaped respecting the importance of evaluated 

features. The opinions are mostly connected to the trust of network nodes but may be 

extend to parameters reflected in QoE metrics. Proposed extension of Liu’s proposal 

may be found in [16], [17] where basic system was applied for an anonymous com-

munication and real time communication system SecMon. These extensions point out 

that Liu’s reputation system performance and sensibility stay in close relation with the 

amount of input data. This means that reputation provide less reliable output results, 

especially in a initial phases of building reputation or limited activity. To cope with 

this drawback in [16], [37] there was proposed a virtual time quantum keeping the 

reputation evolution on sustainable level.  

Liu’s reputation system has a native ability of scoring QoE-related metrics and re-

flecting a context dimension of application. It makes the reputation system a suitable 

and interesting candidate for the reputation building in Web services. 

3 QoE Models Classification 

Quality of Experience combines user perception, experience and expectations with 

non-technical and technical parameters such as application- and network-level QoS. 

There is, however, still a lack of quantitative descriptions or exact definitions of QoE. 

One particular difficulty consists in matching subjective quality perception to objec-

tive, measurable QoS parameters for various applications. Reputation may be an ap-

propriate mean to overcome this and to obtain a QoE value without explicitly knowing 

a direct relationship between QoE and QoS parameters. In this section, we introduce a 

classification of existing QoE metrics and how to measure them. 

There exist two basic measurement options, which are subjective testing and ob-

jective testing. Usually, subjective quality tests form the basis for perceptual objective 

test methods. The subjective tests are carried out by test panels of (real) users. While 

many (possibly even diverging) views on the quality of the outcome can be taken into 

account leading to accurate results as well as a good understanding of the QoE and its 

sensitivity, this type of test can be both time-consuming and costly, since the tests 

have to be conducted by a large number of users for statistically relevant results. 

Objective tests are carried out by an algorithm on behalf of a real user, trying to 

imitate (or predict) user perception based on key properties of the reference and/or the 

product. Objective tests can follow psychophysical approaches and engineering ap-

proaches, a detailed description of which is found in [21]. For VoIP, the PESQ (Per-

ceptual Evaluation of Speech Quality) standard [22] objectively evaluates and quanti-

fies voice quality of voice-band 300 – 3400 Hz speech codecs. It uses psycho-acoustic 

and cognitive model to analyze and compare the reference and the outcome. PESQ 



 

 

allows for repeatable and automated measurement processes, which is necessary for 

obtaining statistical significant results. 

Depending on the available information for subjective or objective tests, quality 

metrics can be classified according to the following three categories, cf. amongst oth-

ers [21], [23], [24]: 

• Full Reference (FR) metrics: Both outcome and reference are available and al-

low for detailed subjective and objective comparisons of voice, images, videos, 

download times on application level, as well as packet traces on network level, 

etc. Concretely, this means extraction, evaluation and comparison of QoE- and 

QoS-related parameters on any level in an off-line manner, which is most inter-

esting for deriving QoE to QoS relationships. FR metrics deliver the highest ac-

curacy, but require high computational effort.  

• No Reference (NR) metrics: Quality information has to be extracted from the 

outcome, as no reference is available. This is a typical online situation with sole 

focus on the resulting quality as perceived by the end user, e.g. evaluated through 

questions, or the user's representative, e.g. an algorithm.  In a networking con-

text, NR metrics are usually lacking the possibility of discerning between quality 

problems stemming from the reference, e.g. quality degradations due to encod-

ing, and additional disturbances by the network. Thus, NR metrics are not appli-

cable for deriving QoE to QoS relationships aiming at capturing the impact of 

the network. NR metrics estimate the actual QoE with a low accuracy only. 

Common variants of NR algorithms even analyze only on network level. 

• Reduced Reference (RR) metrics: Instead of comparing directly the reference 

with the outcome, parameters on application and/or network level are extracted 

at the sending and receiving side, which help predicting the QoE. As an example, 

on application level the RR Hybrid Image Quality Metric (HIQM) [23] computes 

various criterions of the reference image and sends them to the receiver. The ex-

tracted parameters are taken into account for estimating the quality of the re-

ceived image without needing the reference image at the receiver. As a further 

example, on network level throughput variations and losses may be derived and 

compared to estimate the quality on receiver side as done in [25] and [26]. Such 

parameters often have their roots in FR research as a means of summarizing and 

interpreting the outcomes. However, as they represent key QoE and QoS pa-

rameters in a very condensed manner, they can be applied in an online in-service 

scenario by transmitting them between source and sink, and subsequently com-

paring them in order to find out about quality problems. Because of their back-

ground, they represent promising candidates to build QoE to QoS relationships 

upon [25], [26] and [27]. 

 

QoE metrics exist mainly for speech as well as video transmissions. The Mean 

Opinion Score (MOS) enables a subjective assessment of experienced speech quality, 

which is based on the subjective placement of voice samples by test persons on a scale 

from 1 (bad) to 5 (excellent) as defined in ITU-T P.800. In contrast, objective scoring 

mechanisms try to determine the experienced quality of speech based upon measur-

able values. One of these, the E-model (ITU-T G.107), maps the influence of different 

factors impeding the transmission of voice data onto the so-called R-factor, which is a 



 

 

measure of voice quality. Another, the PESQ value (Perceptual Evaluation of Speech 

Quality) [22], results from a comparison of two voice samples. It is typically used to 

evaluate transmission quality in a network using test samples. 

Prior work on the topic of QoE, cf. [19] and [20], showed that VoIP is heavily im-

pacted by network parameters such as jitter, packet delay and loss, whereas mainly 

effective throughput is determining the experienced quality for data services [18]. 

Here, an exponential interdependency was found between QoE and the according QoS 

parameter (e.g., packet loss) in the examined scenarios. This implicates that QoE is 

very sensitive to QoS disturbances in case the experienced service quality is high. 

Under negative conditions, i.e., a low QoE, further disturbances have a smaller effect. 

This sensitivity has to be taken into account by a reputation system to reflect properly 

the QoE. 

Apart from these, numerous ways to assess the objective and subjective quality of 

video exist, such as the ITU-T J.144 standard for cable TV evaluation. Other mecha-

nisms to judge video quality, multimedia content and IPTV are developed by the ITU 

study group 12 and especially the Video Quality Experts Group (VQEG). There are 

also a large number of publications on this topic, with selected examples being [28] or 

[29].  

However, for other Internet services and applications like web service there are 

only a few studies available, which directly focus on the quantification of QoE. In that 

case, reputation could be a viable option. 

4 Applications of Reputation Systems for QoE 

The complexity of contemporary web services makes the quantitative QoE evalua-

tion a multidimensional challenge for automated reasoning machines such as reputa-

tion systems. These dimensions one may identify as several user- and service oriented 

items, which contribute to QoE metrics. Such metrics are linked with the web services 

with a mix of multimedia content (audio, video, metadata), varying context (social 

web portals, news, science, advertisement, entertainment, e-commerce) and eventually 

the meaning (usefulness, importance) for the end user. In addition, the service logic 

and its design add a substantial input to the service ergonomics, which determines how 

efficient and comfortable web surfing is. Also the user’s expectations and his cogni-

tion on the web service depend on the individual’s profile (age, hobbies, attitude, etc.). 

Finally, the previous section presents that only a limited set of network measures such 

as QoS parameters are linked with QoE for web services. This picture of the complex 

QoE metric brings a reputation system as a viable solution to be applied for QoE as-

sessment. Assuming that the given QoE metric may be split into several simple pa-

rameters the evaluation of QoE as a whole service related measure can be handled by 

a reputation system, which is a fully eligible candidate to collect multidimensional 

input data. Thus, the reputation system may perform reasoning on observations and 

yield results, which reflects the user’s satisfaction as well as service or network per-

formance and reliability.  



 

 

The reputation of web services and their users are usually considered as long-term 

scoring system [31]. For QoE the monitoring and evaluation is usually performed on 

short time basis. This requirement is a challenge for a reputation system engine in 

order to at least collect input QoE data with an appropriate resolution, which quaran-

tines an accuracy of the output reputation. Some proposal in handling the real-time 

event by dedicated reputation systems can be found in [16], [37]. 

 

 
Fig. 2. Generalized reputation system model for context- and time-aware applications 

In a variety of reputation system proposals [35] we may identify a common func-

tion set that takes part in a reputation forming and delivering knowledge for decision 

support systems. In order to perform QoE assessment, we propose the following 

framework architecture of a reputation system (Fig. 2). A data collection layer is re-

sponsible for feeding a reputation evaluation engine with measurements such as sub-

jective scoring of context aware web transactions between parties as well as objective 

metrics related to network QoS parameters or Service Level Agreement fulfillment. 

The reputation evaluation engine adopts and normalizes input data in order to extract 

and emphasize the characteristic features of the opinions, which are under evaluation 

with the reputation system. Reputation vector is an internal metric, which reflects a 

history and context of the scoring and being stored in an evidence repository. 

Reputation metrics are exchanged between interested parties with reputation shar-

ing subsystem, especially employed in a distributed realization of reputation systems. 

The last common item is a decision support interface, which plays an important role in 

producing the output related to the reputation metrics and the service context for the 

given timeframe. 

Within the three classes of reputation systems presented in Section 2, everyone has 

capabilities, which are suitable for QoE evaluation. They can handle multidimensional 

QoE nature in a distributed web service environment.  

Probabilistic methods possess an innate mechanism for calculation of statistical 

correlations between data and metrics of QoE parameters. This feature is useful when 

a certain web portal delivers several web services with a significantly different con-

text. The statistical calculation of interactions and collected data may result in a pre-

cise reputation generalization but limits input data sensibility in time.  



 

 

Fuzzy based reputation systems are effective in an evaluation of scoring for social 

services considering time frames of interactions. One of the drawbacks of this solution 

might be a limited granularity of input parameters. The advantage of this system is an 

ability to perform an accurate ranking, even if the tampering and attacks on the system 

are possible. Moreover, the fuzzy systems, due to mechanisms of aggregation, enable 

taking into account several different properties or roles of a party being evaluated. 

Such systems could be useful in advanced models of reputation for web services 

where the three aspects of quality mentioned in Section 2 would be taken into account: 

the contents, presentation and transmission quality.  

In deterministic approach the sensibility and time resolution may be adapted and 

parameterized for particular features of input data. This makes the reputation systems 

of this group a good candidate for QoE assessment of web services. However, the 

heuristic reputation modeling within these methods may lead to biased results and 

long-term outcomes could be misleading in reasoning. The possible overcome to this 

issue is a hybrid approach where probabilistic and deterministic systems are combined 

allowing for self cross-checking the reputation evaluation. How to design the hybrid 

reputation system applicable for QoE could be a subject for further research. 

5 Conclusions 

This paper concerns applicability of reputations systems for assessing QoE for web 

service in Future Internet. The presented framework is a generic architecture proposal 

for reputation systems, which provide mechanisms to manage subjective opinions in a 

web society and yield general scoring of particular users’ behavior as well as service 

and network reliability. QoE parameters express the level of satisfaction of the users, 

which may vary greatly in time and depend on a service context or its type. This mul-

tidimensional nature of QoE metrics can be handled by reputation systems, which 

produces time and context related scoring on the users, service and network operator.   

The application of the reputation systems for QoE assessment faces the challenges 

of adaptation QoE metric features into the data collection module with a need of defi-

nition how the input measurements are correlated with a user behavior and service 

context. This part is not clearly covered in literature and drives a new research areas 

related to the QoE user behavior modeling.  

The usage of reputation may be a beneficial for service providers in terms of SLAs 

fulfillment or retaining QoE on the satisfaction level for users sharing the same net-

work or service resources. In the scope of application advantages the reputation sys-

tems for QoE evaluations are able to support automated decision-makers and adapt 

web services or networks for keeping QoE on a satisfactory level. The benefits of such 

adoption are as follows: 

• Aligned with business objectives (Tele Management Forum [ 38]). 

• Reputation system may be treated as an input for Decision Support Systems 

(business intelligence systems). 



 

 

• The outcome of the analysis may be used to trigger remedy actions for retaining 

QoE on the satisfying level in the network service for users sharing the same re-

sources:   

a) load balancing of network traffic driven by reputation, 

b) limiting the number of concurrent web session for a user when QoE degradation 

is detected, 

c) influence to the content adaptation mechanisms for real-time sessions (dynamic 

audio or video codecs changes) [29].  
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