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Marina: Realizing ML-driven Real-time Network
Traffic Monitoring at Terabit Scale
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Abstract—Network operators require real-time traffic mon-
itoring insights to provide high performance and security to
their customers. It has been shown that artificial intelligence and
machine learning (ML) can improve the visibility of telemetry
systems, especially with encrypted traffic. However, current
solutions cannot cope with high traffic rates and volumes in large-
scale networks. To realize the ML-driven network intelligence
paradigm at terabit scale, we design Marina, a system that
spreads monitoring over a highly efficient data plane, which
can extract traffic statistics at line rate, and a powerful ML
server, which can run monitoring inference using complex ML
models. We apply temporal microaggregation into sub-second
time slots and extract moment-based statistics. These allow to
flexibly obtain accurate ML-based monitoring decisions during
the next time slot. To demonstrate the scalability of our design,
we implement and evaluate a Marina data plane prototype on
a Barefoot Wedge 100BF-65X P4 switch, which can monitor
more than 520,000 concurrent flows at full switching capacity of
6.4 Thps. We validate the analytics capabilities enabled by our
Marina implementation for four ML-driven real-time monitoring
tasks with a broad set of standard ML models, achieving
comparable or better than state-of-the-art results.

Index Terms—Network monitoring, artificial intelligence, ma-
chine learning, encrypted traffic, real-time monitoring, P4, pro-
grammable data plane.

I. INTRODUCTION

The growing number of users, devices, and applications,
as well as the increasing complexity of networks, push net-
work operators to deploy broader and more efficient network
monitoring solutions to improve their visibility, to quickly
detect and resolve performance or security issues, as well
as to optimize resources. While flow-level network telemetry
approaches (e.g., NetFlow [1]], sFlow [2]], IPFIX [3]) provide
valuable insights on how a network is operating, they are
limited with respect to the monitoring capacity (amount of
traffic/flows), expressiveness (set of monitored statistics), and
accuracy (sampling). In addition, their coarse temporal granu-
larity (typically, export intervals are 1 minute or higher) does
not align well with real-time monitoring tasks. Thus, packet-
level monitoring capabilities and small temporal granularity
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Figure 1: Design principles for the deployment of ML-based
network telemetry systems.

are desired for deriving actionable management decisions in
real-time.

Traditionally, deep packet inspection (DPI) has been used
on the full packet stream to identify applications or threats
in the network, and even to obtain application-layer infor-
mation regarding the health of applications such as voice
or video streaming. However, the increasing network and
application complexity and the wide adoption of end-to-
end traffic encryption are drastically limiting the visibility
of operators on the performance of services consumed by
their customers. This has given rise to a wider adoption of
artificial intelligence and machine learning (ML) technology
to improve traffic monitoring at scale. These approaches have
been successfully applied to flow-level data [4]], [5], [6] and
packet-level (time series) data [7]], [8]], [9], even for the case of
encrypted network traffic [10], [1L1]], [12], [13]. Still, running
ML-driven monitoring applications in real-time and at line
rate is challenging. The combination of fine-grained, per-flow
and per-session monitoring requirements with the high volume
of data observed in modern wide area networks (WANS),
data center networks (DCNSs), or enterprise networks impose
difficult-to-meet targets, and the performance of deployable
solutions often falls short in large-scale networks.

In general terms, a typical ML-driven network traffic moni-
toring workflow consists of three consecutive steps, as depicted
in Figure [T} It starts by analyzing the (encrypted) network
traffic, followed by a feature extraction of this data into
a vector representation, which serves as input to the ML
data analytics model. Different design principles are applied
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in the literature to integrate this ML work ow with tradi- All subsequent and more complex work ow tasks, i.e., feature
tional network telemetry approacheSfine or out-of-band generation from the extracted statistics and model inference,
processing(top part of Figure[]l) is typically the startingare executed on a powerful ML server. This is possible, as
point for model development and academic endeavors (eldl. models can be trained to leverage the generated feature
[14], [15]). For this, the monitored traf ¢ has to be capturedets to achieve excellent performance for different real-time
or mirrored, and forwarded on an external server. Streamaf c monitoring tasks. This includes traf c/device classi -
processors are software-based and provide high exibility ication, application health (e.g., Quality of Experience), and
terms of features and analytics. They can reach excelldatlt/anomaly detection (e.g., intrusion detection), which we
monitoring performance given sufcient compute resourcedemonstrate in this work.
and time for computing features, as well as training and We distinguish from existing solutions, which often apply
applying complex models. However, limited traf ¢ processingechniques like sampling (e.glJ [11.][2]._[27]._[28]), sketching
capacities and absence of real-time monitoring capabilitiés.g., [29], [30], [31]), or Itering/querying (e.g., [32], [19],
typically make this approach infeasible for deployment if20], [21], [33]), and do not explicitly consider the ML-based
operational networks. network intelligence paradigm. Insteallarina implements
Many current network telemetry approaches leverage temporal microaggregation of packets using sub-second
novel capabilities in softwarized and virtualized network8me slots and extracts moment-based traf ¢ statistics. This
(SDN/NFV), using sophisticated software packet processiafjows a ne-grained tracing of traf ¢ characteristics for each
technologies([16] and programmable data planes (PDP) [1#pnitored ow at sub-second granularity. These statistics can
[18]. They have opened the door for the conception of moseibsequently be mapped into a high-dimensional feature space,
exible, real-time monitoring capabilities using programmablavhich offers high visibility and discriminative power to the
switches [[19], [[20] or commodity hardware [21]. These syslownstream analytics and provides high exibility for apply-
tems can analyze the massive traf ¢ volumes in real-time, i.eng arbitrarily complex ML models for different monitoring
at line rate without impacting packet forwarding, and thusasks. By controlling placement and compute resources of the
network performance. At the same time, they can be usedMih server, we can obtain actionable results for all monitored
implementin-network feature extractioto reduce the amount ows within the next time slot, i.e., with sub-second delay.
of data forwarded to an out-of-band stream processor (middleThe contributions of this paper are as follows:
part of Figure[1L). By deploying a powerful server, the datd Marina system design (§2)we present a novel concept
analysis can be scaled to support complex models in retir data plane extraction of moment-based statistics at line rate
time, and can, in theory, leverage the full analytics exibilityin combination with ML-based analytics on a powerful server.
of software-based stream processors. In practice, howev@ur design relies on temporal microaggregation of packets into
this exibility in terms of number and types of realizablesub-second time slots and allows to exibly realize different
monitoring tasks is limited or dictated by the extracted featuML-driven real-time monitoring tasks with high accuracy at
set. Here, hardware and processing constraints of the netwsekle, even for encrypted traf c.
device and potential service disruption during reprogrammif@ Marina data plane implementation (§3) and evaluation
of the device signi cantly reduce the feature exibility. There-(84). our implementation of theMarina data plane on a
fore, the in-network feature extraction system has a pivotdarefoot Wedge 100BF-65X P4 switch maxes out the data
role. plane resources to monitor up &t Thps of traf ¢ in 524,288
In-network ML (bottom part of Figur§]1) integrates the MLconcurrent ows over 65 QSFR00 Gbpsports. It generates
model directly into the data plane, either of oading featuréess thar385 Mbps monitoring traf ¢, and can keep monitor-
extraction to an external system [22], [23], or by integratingg granularity and delay until obtaining monitoring results for
both the feature extraction process and the ML model [24]|l ows as low as500 ms For the sake of reproducibility and
[25], [26], in which case the monitoring system might providas an additional contribution, we mak&arina's code publicly
high capacities and real-time capabilities. However, in-netwoglvailable at: https://githubom/Isinfo3/Marina
ML requires heavy tailoring and simpli cation of the specic(® Marina ML-based real-time traf ¢ monitoring (85) :
ML model, given the limited operations supported by highwe validate the analysis capabilities enabled Ndgrina for
speed programmable hardware, losing exibility in terms ofour different use cases, namely, encrypted traf ¢ classi ca-
feature and ML analytics capabilities. tion, video streaming application health/Quality of Experience,
To effectively manage large-scale traf ¢ while offering richintrusion detection, and loT device classi cation. We achieve
analytics capabilities, our focus is on efcient in-networkcomparable or better than state-of-the-art results with standard
extraction of monitoring information and out-of-band proces$4L models.
ing on a powerful server, as shown in the middle part of )
Figure[1. However, in contrast to existing network telemetry Il. Marina SYSTEM DESIGN
systems, we design our systévtarina (MAchine-learning- Monitoring large networks with high traf ¢ volumes and
based Real-time Network traf ¢ Analytics) explicitly for rates, such as ISP, data center, or enterprise networks, faces
ML-based real-time network traf ¢ monitoring at terabit scalewell known challenges (e.g., [34], [35], [33]). In particular,
The rationale oMarina is to devote and max out the limitedour system design addresses the following challenges to enable
data plane resources to extract statistics, which are useful kdk-driven real-time traf c monitoring at terabit scale.
ML-based traf ¢ analytics, even in case of encrypted traf c.
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Scalability: the monitoring system must be able to copeur system is designed to be deployed at a core network
with high traf ¢ volumes in a large number of ows within element or gateway where many high speed links interconnect.
its hardware resources. Extracting the monitored informati@ata planes are built to forward high volumes of traf ¢, but

from packets must happen at line rate, while ensuring that tb#er limited computational or storage resources. Nevertheless,
monitoring does not negatively impact the basic forwardingpecialized devices (e.g., programmable switches, FPGASs, or
mechanism, and thus, the network performance or stabilityASICs) can execute packet operations at line rate, such as

Overhead: the telemetry system must keep the monitorin rithmetic calculations, without affecting the forwarding and

overhead as low as possible. Resource allocation of the systefpnetwork performance. We require such a specialized device
should be constant, i.e., constant memory per ow, and indf®" Marina and install a data plane program to ef ciently
pendent of the traf ¢ load. Traf ¢ generated by the monitorind®rward and monitor at line rate for all ports. We allocate
system must not overload the management network or any deRP'Stant memory to each ow, aiming to max out the data

of-band consumer of the monitored data, such as computePigh€ resources to monitor as many ows in parallel as
storage servers. possible. The controller should be located on the same device

. o . . _for ef cient communication with the data plane. It instructs
Expressivenessthe monitoring system must provide suf cienty . jata plane which ows to monitor and where to forward

compute resources to support a wide range of performang&e ots py installing appropriate ow rules, and exports the
and security-related telemetry tasks with high accuracy. rHonitored data

must be able to provide monitoring results on different ti We move all complex operations to a powerful server. It

sca]es_ like real-time insights, records_of terminated OWS, Uan ef ciently take over the more sophisticated work on the re-
periodic aggregate reports. Moreover, it must allow to consid liced data, namely, generating feature sets and running model
relationships between ows and provide monitoring results fcfﬁference for a large number of monitored ows and ML-
sets of _related ows, €.9., a brov_vser SEssion usIng Sevefgise monitoring models. The server can be equipped with
connections. AS traf ¢ encryption hides important informatiory, propriate and specialized compute and storage resources,
contained in inner protocol header elds and payloads, ﬂQ/%ich allows to further speedup tasks on many CPUs or GPUs
monitoring system must make the best use of information t*]ﬁt parallel. To avoid overloading the server, its service rate

is always gvailable (ie., informatiqn V_VhiCh cannoF be hidd rocessing of transmitted data and ML inference) has to be
b?! en;:ryptlon). C_onsbe ql(Jjent_Iy, monltq;_ng thSt be independ her than the arrival rate (export of monitored data from the
0 Fra ¢ _encrypt|0n_ y design, providing the same acc_ur_ataata plane). Controlling server placement, server resources,
insights if the trafg IS encr_ypt(?q or not, Neverthelless,. amingq complexity of features and models allows to enforce an
to overcome the limited visibility due to encryption, it mushpper bound on the service time, and thus, makes real-time

allow to obtain valuable monitoring results for many diﬁere%onitoring possible. A single server can serve one or more

monitoring tasks. data planes, or multiple servers can be combined into a server
Flexibility: network operators require network telemetry to beluster. This allows to merge data from multiple vantage points
exible, such that they can add or change monitoring tasks ahd obtain network-wide insights. Finally, the server (cluster)
any time without affecting the network. They need to be ablglows to offer a rich API for network operators to inspect and
to deployMarina at different vantage points and combine theisualize the stored data and monitoring results, as well as to
monitoring results to obtain network-wide insights. Moreoverexibly change or add monitoring tasks. As the monitoring

it must be possible to store monitored information, e.g., to reexibility is on the controller or server side, we avoid having to
visit or analyze the historical state of the network, to detepéstart the data plane device to change the data plane program,
changes, or to forecast trends. which would result in network downtime. The monitoring

Trade-offs: while scalability and extracted monitoring datd@sults can then be sent to, e.g., a network management system.
are limited by the data plane capabilities, there is a traddote that the development of a server APl and the selection
off between the number of monitored ows and the generatéd traf ¢ engineering decisions based on the inferred results
traf c and load at the server. Additionally, the number an@re beyond the scope of this work.
complexity of generated features and executed ML modé® The key to the success of our system is how to link the
impact the processing time at the server, depending on tf two design principles. In particular, we need to extract a
server's compute resources. This results in a trade-off wiginall amount of valuable information, which allows to realize
the monitoring granularity and real-time capabilities of oui® monitoring tasks with high accuracy. To achieve this, we
system. We investigate these trade-offs in 4. perform temporal microaggregation on the data plane. We
temporally divide the packets per ow into xed-length time
slots. We use statistical descriptors to characterize the traf c
within each time slot in constant memory. We read out and
We design our systerilarina for real-time traf ¢ monitor- reset the descriptors after each time slot, and export them to
ing at terabit scale by implementing three design principlesthe server. The stream of descriptors provides a ne-granular
(D The data plane must do the heavy lifting work and carmgpproximation of the observed traf ¢, which allows the ML
most of the monitoring burden. Its task is to reduce the dataodels at the server to accurately infer the monitoring metrics.
volume as early as possible, but at the same time extr&twever, it is important to con gure the time slot duration
valuable information. To be able to observe Thps traf cappropriately. As discussed above, to avoid overloading the

A. Design Principles
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server and allow for real-time monitoring, the time slot dupackets. Skewness plays an important role in many monitor-
ration has to be higher than the end-to-end monitoring deling scenarios, also being one of the reasons why sketching
consisting of data plane register read, transmission betwesmerged decades ago (cf. AMS sketches [37]). The suitability
controller and server, feature generation, and ML inferencand generality of considering sample moments and derived
Additionally, the time slot duration not only de nes the realfeatures is also con rmed when looking at related work, where
time capability of the entire monitoring system, but it alsthey are widely adopted for a multitude of use cases, such as
impacts the temporal granularity of the stream of descriptorgal-time anomaly/intrusion detection [38], [39], [40], trafc
and consequently, the accuracy of the monitoring. Thus, wkssi cation [41], QoE inference [12], [10], or I0oT device
minimize the slot length to below s ngerprinting [42], [43], [15].

We are not limited to use only the meta-information (times-
tamp, src/dst IP address and port number, protocol type) and
statistics (moments and derived features) of a single time slot

As end-to-end encryption of Internet applications is becorand ow as input for the ML-based monitoring prediction.
ing the norm, enabled by protocols such as transport lay@stead, we can perform derivations/augmentations (e.g., infer
security (TLS), we have no longer access to application-lay@ ranges, domain name, or service type from the meta-
information. This renders DPI ineffective without requiringnformation in the 5-tuple) and aggregations at the server
additional privacy-invasive methods (e.g., TLS interceptiongide. Considering the temporal dimension, for example, we
and thus, substantially limits the visibility of many networkcan aggregate the statistics of consecutive time slots (e.g., in
telemetry systems. Traf ¢ encryption allows to only extract ina sliding window fashion [12]) to cover larger time spans. For
formation from the IP and transport protocol (TCP/UDP) headhis, the corresponding moments have to be multiplied with
ers. Available information includes the ow 5-tuple (src/dst IRheir packet counter to obtain summed powers again, which
addresses and port numbers plus protocol type), packet sizgn then be added together. Moreover, we can consider a time
TCP ags, or header options. In addition, a network elemeseries of statistics from consecutive time slots as input to se-
can track the inter-arrival time (IAT) of packets, i.e., the timguential ML models, such as popular recurrent neural networks
since the last packet of the same ow has been forwardg@RNNs). Besides the temporal dimensions, aggregations can
Despite this limited information, we can still derive temporahlso be performed in the spatial dimension. For example, the
and volumetric traf ¢ information on a per- ow basis, i.e.,summation statistics of a matching pair of unidirectional ows
how much trafc is transmitted over time. For this, it iscan be added or combined to derive features for bidirectional
suf cient to inspect the 5-tuple and track packet sizes anghfc, e.g., ratio of uplink/downlink packets or volume, or
IATs. This information is highly valuable for performance- andotal traf ¢ volume. It is also possible to merge or concatenate
security-related network monitoring, as it allows, for exampléeature sets of a larger set of related ows, such as multiple
to identify characteristic device/application traf ¢ patterns oTCP connections of a single application having the same
to detect when device/application traf ¢ patterns deviate frogource IP address (e.g., using hierarchical embeddings [44]).
normal. Similarly, feature sets from different vantage points, e.g.,

Since extracting and storing full time series of packet sizesnsidering the same ows or the same types of service, can
and IATs is infeasible at terabit scale, we employ temporbk merged or concatenated to infer network-wide insights. In
microaggregation as discussed above and characterize tBhisrt, as all data is gathered on the server, we can process the
distributions within each time slot using statistical descriptorsollected meta-information and statistics as well as derived
We decide to use moments, i.e., sample moments about #ml augmented information from single/multiple time slots,
origin, as they provide valuable insights and can be computsitigle/multiple ows, and/or single/multiple vantage points on
on the data plane in constant memory using only simptRe server as needed in order to obtain accurate monitoring
arithmetic operations. To compute tkeh sample moment, it results for our desired monitoring tasks.
is required to raise the observed values to the powér, stim Depending on the generated features, many ML models can
the resulting powers, and divide by the total number of packets applied to realize the monitoring task. This ranges from
Note that this computation naturally allows to obtain packghallow ML (e.g., decision trees) to elaborate methods such
count and traf c volume. These raw moments may then ke deep learning (DL), or (deep) reinforcement learning (RL),
converted into central moments and standardized momentsv@thich can provide accurate traf ¢ insights. The limitations
lowing to compute the most important named properties of the feature generation and model inference are given by the
distribution (mean, variance, standard deviation, coef cient @fxpressiveness of the extracted statistics and the time con-
variation, skewness). It also allows to accurately approximagamption for processing on the ML server, which adds to the
the observed distributions (cf. truncated Hausdorff momeshd-to-end monitoring delay, and thus, affects time slot length.
problem [36]).

While higher-order moments are computationally expensive,
especially when considering the limited resources on the data
plane, we advocate for computing at least the rst three Figure 2 gives an overview of théarina implementation.
moments. The reason is that skewness (third standardized Mo- ful Il the hardware requirements of théMarina data
ment) describes where the distribution mass is concentratpthne, we implement the prototype on a Barefoot Wedge
e.g., towards small/large packets or towards bursty/isolateédOBF-65X P4-enabled To no switch. As current P4 hardware

B. Monitoring of Encrypted Traf ¢

II1. Marina DATA PLANE PROTOTYPE



IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, NO. X, DECEMBER 2023 5

Figure 3: Data plane stages: register/table allocation. Support
registers are shown in gray.

corresponding rules into the data plane Classi cation TCAM,
exhibits several limitations in terms of stateful processingnd allocates register slots for the statistic computation. Ad-
memory capacity, and the complexity of available operationgitionally, it stores the mapping between 5-tuple and register
we highlight workarounds and approximations that went infsiots, such that the 5-tuple can be exported together with the
developing the prototype implementation. corresponding statistics as meta-information. Likewise, ow
Packet Forwarding: the switch performs statistics extractiorids and allocated register slots are freed when a ow is con-
in addition to (a) bridging the trafc, (b) L2 switching, or Sidered ended. The removal of TCP ows is straightforward,
(c) L3 routing. To do this, the Packet Forwarding componeR@sed on the tracking of packets with the TCP FIN ag or
(depicted at the bottom left) uses the Forwarding TCANM OW timeout. To remove a UDP ow from the counting
(depicted above the packet forwarding component) or metadBg@om Iter, we use a probabilistic aging technique [52]. It
information attached to the ingress ports to identify the corréecrements the corresponding entries of the counting Bloom
sponding egress port. The available TCAM memory limits thé€r with an eviction probability that controls the retention
number of forwarding ow rules to roughly 1.5 million ow fime. We con gured it to obtain an average ow retention
rules. If the switch is used as a bridge (man-in-the-middféne of 25s Any changes in the counting Bloom lter are
device), the number of forwarding rules is of no concerfirrored to the binary Bloom lter on the data plane.
but the number of available ports is halved. Note that the The controller decides on the relevance of ows in the
installation of forwarding rules is not part of the P4 controlleFlow Instantiation module, e.g., based on ow 5-tuple or
developed in this work. IP range. Additionally, we might be interested to selectively
monitor the traf c of a certain application, e.g., to monitor

caton of the oress ports, packes pass hough te PacfEPICUeR 1SS T enuty ieh oue ey belong o
Classi cation module, which uses the Classi cation TCAM to pp ' y

servers, which we obtain from parsing DNS requests [53].

. oo q’herefore, all DNS responses are forwarded to the controller's

concepts known from reactive OpenFlow [45] application . .
o ; : NS to IP Mapping module, where an IP Database with
We maintain the set of relevant ows to be monitored in the . :
R . -~ . felevant IP addresses is constructed. For example, to monitor
Classi cation TCAM. If a packet is not matched, it either, : )
. : : YouTube, the database is lled with all IP addresses for
belongs to an irrelevant ow and can be ignored, or is part : . o
) ooglevideo.com the domain used by YouTube's video chunk

of a new ow. In the latter case, it needs to be sent to t

controller. Our design is not impacted by the well known TTP requests. In case of DNS over TLS (DoT) or DNS over
' 9 b y HTTPS (DoH), where we no longer can leverage the clear

problems of reactive ow processing [46], [47], [48], as thl?ext from DNS requests and responses to differentiate between

controller appllt_:atmn runs on the switch's host con_trollequS' we use the Server Name Indication (SNI) eld of TLS.
which communicates with the data plane over the mtern';_a

. i - or this purpose, we forward TLS Client Hello packets to the
PCle interface, offering minimal delay and a throughput of ler . I | .
Up to 31 Gbps (PCle Gen3 x4). For TCP, new ows can becon.tro' er's SNI to IP mapping module. As a result, we obtain
' ' similar database as for DNS. For example for YouTube

X a
easily deteqted based on TCP SYN ags. For UDP, we ne(\?\ﬁth DoT or DoH enabled, we therefore look for TLS Client
to track which ows have been already seen. We employ

combination of a partitioned Bloom lter [49], [50] in the data|_a|e”O packets having a SNI, which contagooglevideo.com

plane and a counting Bloom lIter [51] at the controller. The)?AS some apphcaugns like _V|deo streaming use several ows
. : ; . in parallel, we additionally implement a session mode, which
ensure that we can efciently identify previously seen, bu

imelevant UDP ows with an acceptably small false positiv assigns all ows with the same source IP to the same registers.

rate of below 1%, when packets of 400,000 irrelevant UD IS allows to monitor the aggregated a_p_phcatlon trafc,
. .. _which saves data plane resources and facilitates downstream
ows are present. This is expected, due to the probabilistiC . .
. . ) analytics. The controller can seamlessly switch between ow
nature of the applied Bloom lIter. A false positive hit results
in missed relevant ows that are falsely classi ed as irrelevarit
by the Bloom lter. Finally, all TCP SYN packets and the rstStatistic Computation: following our design principle, we
packets of unknown UDP ows are forwarded to the controlleimplement the calculation of sample moments for the distribu-
For each new ow, the controller checks whether it idgion of packet size and packet inter-arrival time, while maxing

relevant for monitoring. If so, it assigns a ow id, inserts theout the data plane resources. Figure 3 shows the allocation of

Figure 2: Implementation dflarina prototype.

Packet Classi cation and Flow Instantiation: after identi-

nd session mode during runtime.
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registers and matching tables on the data plane stages. Tdmuires one additional block for organizational purposes. If
packet rst traverses the ingress pipeline (top), is switched tbe selected statistics a8 bit values, the maximum number
the correct egress port, and nally traverses the correspondiofsiots in a register i85 128.192% = 143;360. This is then the
egress pipeline (bottom). The statistic computation is limitaleoretical maximum number of ows that can be monitored
by the number of stages of the switch — in total 24, 12 an a single pipeline. However, there is a trade-off between
ingress and 12 on egress — and by the computation capabilities number of monitored ows and the number of selected
of the ALUs at each stage. Resources are further limitathtistics.
by the stages required for Packet Forwarding and Packetro simplify register addressing we use a power of two,
Classi cation. Thus, we are able to realize only the rst thregesulting in a ow capacity of2!” = 131;072 ows per
moments of the packet size and IAT distribution on our Pdata plane pipeline, thugl 27 = 524;288 unidirectional
switch. More speci cally, as detailed in Table I, we count theows at most, as the switch has four independent data plane
number of packets and compute (for both distributions) thipelines. In session mode, we summarize all uplink/downlink
sums of (a) the raw values, the (b) square of the values, agds together by recording separate values for the aggregated
(c) the cubes of the values. We also track the timestamp @link/downlink traf ¢ only. This allows us to monito2!8 =
the last arrival as a support statistic for the computation of ti»g2 144 bidirectional sessions in parallel. These numbers are
inter-arrival times. derived using the memory capacities of the Intel Tono 1
Here again, the hardware limitations of the switch forced whipset. Next generation devices are expected to be equipped
to resort to certain abstractions for the computation procesgth more memory for both SRAM and TCAM, and could
Consider computing the statistical moments of the packet sizence monitor more ows or compute additional statistics.

dlstrlbut|qn, le., the S“m.med powers of the packe_t Size. TE@(port Module: the controller reads all data plane statistics
packet size can be easily computed.by subtracting vVanolyisters at regular time intervals, appends the corresponding
header lengths from the total packet size. However, recordin ta-information (5-tuple in ow mode, 3-tuple in session
the_ sum Of packet sizes_ using byte granularity irBa_bit mode), and transmits them via tl*leGbp’s management in-
;%%S(;T:)rpfvvlgs:g tc())v:a?%:/vlt ;Eemr/ggr]iz\tl\g' rigr.é ?hng ti?gg'g?n:tterface of the switch to an external ML server. This results in
%ZhB bit generated monitoring data per ow per time slot. Our

llows to derive the variance. would over ow after iust aroun e approach of using the Apache Thrift interface provided
alows 1o derive the variance, woulld oVer ow atter just arou y the Tono SDE failed, as it needed on avera8s for

ZOOOOFrJtachﬁlts SL??&E&?%E ;;Ar\]dddltlobr][?!é/{'gf ths :|a:3an|223eta complete read of all registers. Thus, we implemented a
supports onhB2 bi ' su on, we ais Qustom controller library with access to internal functions

approximate multiplications by pre-computing TCAM rUIeSbased on the suggestions of Yu et al. [55]. This allows us to

?S iSTO;NnV'\? [54]r;nA![thour1gE1hmt1her:?:mcciz'npnerrSLtJippr)]cﬁtsrt:ltth circumvent the Thrift layer and achieve a much smaller read
CQISIers, we cannot periorm a ctic operations on e, 4iion of268 ms independently of the number of monitored
Implementing64 bit arithmetic would be possible using mul- ows. Nevertheless, the number of monitored ows affects

tiple registers with intermediate over ow detection. Howevec{,ne transmitted data volume, and thus, the minimal end-to-end

\t/;/]etdtﬁmded fqtr ‘3 sm;plerka?proach, k():iali?rd on tlze ?ﬁsump;[j:g nitoring delay. As the end-to-end monitoring delay has to
at the magnitude of packet sizes an S could St PTOVIAS: smaller than the time slot length for real-time monitoring,

valuqble |nform<_';1t|on. i . . there is a trade-off on how small the time slot can be set,
This was realized by using the Iogarlt.hm of thg pacll<et Siz&shich we analyze in §IV.
and IATs instead of the actual value. This wa@2bit register . _
is sufcient to record the summed powers of logarithmi¢€ature Generation and ML Inference: the server receives
values. As the logarithm is not natively supported by the ALUbe extracted statistics and meta-information collected from
of the switch, it is computed using a ternary match table ##€ data plane and generates feature sets as input to ML
TCAM, constructed as described in [54], mapping input valug8odels. Depending on the monitoring task, different features
using a longest pre x match on the binary representatidit be derived as discussed in §lI-B andl depicted in Table I.
to their approximate logarithm. Hence, the implementatioh’® computed features are assembled into feature sets and
column in Table | denotes the approximated logarithrtogs. ~ forwarded to ML models to infer the monitoring predictions. In
Note that register over ows can still occur on Iong-running;;S work, we adopt the majority of features, which have also
or large volume ows for these statistics. We investigate tH@éen computed in [12], because they cover the most important

impact of these approximations on the performance of tlgbaracteristics of the packet stream and can be computed in
monitoring tasks in §5. an online fashion [12]. Note that, although there is basically

no limit to what and how many features and models can
Monitored Flows: The number of concurrent ows that canbe used, the feature generation and model inference times
be monitored is effectively limited by the memory capacity ofnpact the end-to-end monitoring delay. To preserve the real-
the data plane and the selected statistics. The Barefoot Wetlgee properties of the entire monitoring system, the server
100BF-65X has 4 parallel pipelines with 12 stages. Ea@mforces a xed upper bound on the end-to-end monitoring
stage contain80 blocks of SRAM with 128 kbit each.48d  delay to be less than the time slot length, which can be easily
those blocks, i.e6 Mbit, are available as stateful memory. Aachieved by controlling server placement, compute resources,
register always occupies whole blocks, at most 35 blocks, afedture generation, and model complexity. Using a powerful
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[ Statistic | Implementation | Derivable Features |
Packet count Packet count Packet count, packet ratio
Last packet timestamp bast packet timestamp Packet inter-arrival time (IAT) used only internally
Sum of inter-arrival time (IAT) | p log (IAT) Mean of IAT
Sum of squared IAT p log (IAT?2) Variance, standard deviation, coef cient of variation of IAT
Sum of cubed IAT p log (IAT3) Skewness of IAT
Sum of packet size (PS) p log (PS Volume, volume ratio, mean of PS
Sum of squared PS p log (PS) Variance, standard deviation, coef cient of variation of P§
Sum of cubed PS log (PS) Skewness of PS
Meta-information Flow 5-tuple (3-tuple) | Src/dst IP addresses, (Src/dst port numbers), protocol type

Table I: Statistics and meta-information that can be computed at line raliéabpa on a Barefoot Wedge 100BF-65Xg
denotes the approximation of the logarithm based on lookup tables.

Figure 4. Blocking probability for different mean session . -
durations for increasing session arrival rates. Figure 5: Mean operations per second for critical controller

and data plane operations.
server also ensures that the resulting ML predictions for all
sessions can be forwarded in real-time, e.g., to a netwdfpact of this limitation by assessing the probability to drop
management system. In addition, the server can offer an AP§OomMing sessions when the system is in a steady state, given
for network operators to inspect and visualize the stored d@&#&ertain arrival rate of new, relevant sessions, for an average
and monitoring results, as well as to exibly change or ad@w duration ranging from30sto 600s see Figure 4.
monitoring tasks at any time. This would instruct thiarina ~ We assume that the arrival process of new ows is a
controller to change which ows are classi ed as relevant, osuperposition of multiple independent renewal processes that
it would deploy another ML model on the server. can be modeled as a Poisson process with a total arrival rate
according to the Palm-Khintchine theorem [56], [57]. Using
. and the amount of available memory, we compute the blocking
IV. PERFORMANCE OFMarina SYSTEM probability of the system using the Erlang-B formula [56].

To showcase the real-world performanceMdrina, we rst  Thereby, we assume that the arrival rate to the four individual
highlight the isolated performance of all involved componentsipelines of the switch is equally distributed.
and subsequently demonstrate the total end-to-end monitoringror a mean session duration of 60/600 secordarina
delay from collecting data plane statistics to obtaining Mktan handle 4411/441 new sessions per second while ensuring
predictions. As described above, we deploy Marina data a blocking probability below 1%. To put these results into
plane on a Barefoot Wedge 100BF-65X P4-enabled To nperspective, we use the data obtained in [58] on YouTube video
switch with 65 QSFP100 Gbps ports for a total data rate streaming characteristics, and assume a session duration of
of 6:4 Thps. The controller application runs on the switch'$s00 seconds. This translates into approximately 14.2 million
host controller — an 8-core Intel Xenon CPU wiB2 GB users that can be handled by a single P4 data plane device
of memory running Ubuntu 18.04. Note that we do nassuming an average request rate, and 3.5 million users when
validate the total data rate of the switch through dedicatednsidering the peak request rate reported in [58].

measurements as it is a technical speci cation of the deviggyniroller Operations: to ensure real-time capabilities of the
Instead, we focus only on the performance of the controllgpiro plane, we explore each involved operation in isolation.
and data plane applications as well as the ML pipeline, as thglf achieve this, we conducted stress tests on both the P4
operations will ultimately limit the performance of the entirgitch control plane API and the controller. We employed
Marina system to accurately monitor all relevant ows. Thus,siom benchmark scripts written in C to execute the same
for the evaluations in our testbed, the switch was connectedt%e of operation repeatedly in a loop. This allows us to
two servers — each equipped with 10—qore Intel Xenon CPUSid%ntify the maximum number of operations of a specic
Mellanox ConnectX-5 series NIC offering two 1OOGbps_ port§ype that can be supported per second, as shown in Figure 5.
200 GB of memory, and running Ubuntu 18.04. TMarina  controller operations are evaluated on the left side — meaning
ML server is equipped with a 64 core Xenon CPU, 8 GPUgyarations that do not involve the data plane (cf. Figure 2).
(RTX 2080Ti 11GB), and’68 GB RAM and is connected via The DNS to IP Mapping component is able to pa2se 10°
the 1 Gbps network management interface of the switch. png responses per second. The Bloom lIter used for the
Flow Arrival Rate: the P4 switch has enough memory foFlow Instantiation component is able to hande 10°
Marina to support up to 524,288 unidirectional ows (oroperations per second. The packet handleMafina, which
262,144 bidirectional sessions) in parallel. We explore the responsible for processing incoming packets of new ows,
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Figure 6: Random forest inference time on single GPU. Figure 7: Total end-to-end monitoring delay from data plane
statistics extraction to ML inference.

[ le to handle al 21 ket howi . . .
's able to handle almost2 10° packets per second, s megé?t duration at the data plane. Thus, it is the most important

that none of the benchmarked operations form a bottleneck & : L .
the system. system parameter, which we need to minimize to improve the

monitoring granularity and accuracy &farina. The register
Data/Control Plane Interactions: regarding interactions with g operation is performed by the controller through an API
the data plane — Figure 5 on the right — the controller is abig| to the data plane and is independent of the number of
to perform around 260,000 Bloom lter write operations pergys present in the system, as every call polls all registers
second. Moreover, it can execute up to 63,000 match taigyt have been de ned at compile time. Naturally, the time to
insertions and 94,000 remove operations per second. Thiygnsmit the polled statistics to the ML server scales with the
63,000 match table insertions per second are the bottlengglnper of available ows, shown along the x-axis. We include
of the data plane API. Similarly, we evaluate the maximufiheasurement values for one million ows to put the scalability
rate at which ow modi cations can be performed at runtimeyf our approach into perspective, even if current hardware only
to determine the maximum burst arrival rate of new owsgypports 524,288 ows. Note that the register read duration
For this, we used a sequence of TCP SYN and FIN packejj| actually be different when supporting one million ows
which forced the continuous creation and removal of ows 0B g different hardware, which we do not re ect in the gure
the data plane, and sent it over the switch at increasing raigg. comparison purposes. In addition to the register read, we
Our benchmarks show that the controller is able to proceggestigate the transmission duration depending on the RTT
50,000 ow changes per second. This means that the toftween the controller and the ML server to assess the need for
set of 524,288 ows that can be monitored by the switch igptimal server placement. Finally, the ML server augments the
parallel can be replaced roughly every 20 seconds. raw statistics by computing a set of 100 derived features and
ML Inference Speed: the inference speed depends on thapplies the pretrained random forest model. Here, we use all
number, type, and complexity of used ML models as wedlvailable resources of our ML server, i.e., 64 cores for feature
as the compute resources of the server. The specic modggneration and 8 GPUs for ML inference. The data shows that
which provides the highest accuracy, depends on the actth# transmission between controller and ML server contributes
monitoring task at hand, cf. results in 85. As random forestsigni cant fraction of the total end-to-end monitoring delay,
models proved to provide a good trade-off between higihile simultaneously being one parameter for optimization.
accuracy and fast inference speed, we evaluate the timeltt@an be seen that even with an RTT #00ms we are
infer predictions for a specic number of ows on a singleable to perform sub-second predictions, while predictions in
GPU depending on the model complexity. To be able to ru@ss than500 msare possible for a local server. Speci cally,
the trained scikit-learn model on GPU, we use Microsoftwhen monitoring 524,288 owsMarina transmits a total of
Python library Hummingbiry which converts the Random2L5MB for every time slot and can achieve a minimum
Forest model to a PyTorch model under the hood. For ttige slot length o429 ms Thus, when using a round-number
analysis, we vary the number of input features (F), numbtme slot length of500 ms Marina generates385 Mbps of

of trees (T), and tree depth (D) compared to a baseline. Th@nitoring traf ¢ (including protocol overhead) per P4 switch
results in Figure 6 show that, even when using a large settofvards the ML server.

100 features and an expensive model with 100 trees of depth

10, we can obtain monitoring predictions for one million ows V. Marina's ML-BASED REAL-TIME MONITORING

in less than350 mson just one GPU. In the following, we PERFORMANCE

assume the performance of this model to perform a worst-we study the resulting monitoring performance, which can
case analysis of the end-to-end monitoring delay. be realized based on otsarina prototype, for four different

End-to-End Monitoring Delay: the total time to read the real-time traf c monitoring use cases, namely, traf ¢ classi -
statistics from the data plane, to transmit them to the Meation, application health (video streaming), security/anomaly
server, to generate features, and nally, obtain the ML préletection (intrusion detection), and device classi cation (loT).
dictions is shown in Figure 7. Note again that this endis different ML models can benet differently from the
to-end monitoring delay de nes the real-time capabilities g¥xtracted statistical features, we compare the performance

Marina and provides a lower bound on the monitoring tim@f several widely used ML models. The ML Inferencing
component uses either a shallow model, e.g., Decision Tree

Lhttps://github.com/microsoft/hummingbird (DT), Random Forest (RF), Extremely Randomized Trees
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Figure 9: F1 scores for stalling/resolution classi cation, error
Figure 8: Hit rates for ISCXVPN2016 traf ¢ classi cation into scores (RMSE and MAE) for bit rate inference.

14 applications/traf c types.
(@D Encrypted Traf ¢ Classi cation: a vital part of network

(ERT), Gradient Boosting (GB), XGBoost (XGB), or K-management is the identi cation of ongoing network traf c,
nearest neighbor (KNN), or a Deep Neural Network (DNN@s it enables more advanced tasks such as ensuring QoS and
namely, a simple feedforward network with three to eight hi®thomaly detection [61]. It can be carried out with varying
den layers with 64 to 1024 neurons each and ReLU activatigfanularity, such as identifying a specic application (e.g.,
Model hyper-parameters are optimized during training, usirgPotify versus Skype) or the trafc type (e.g., video versus
either sklearn's GridSearch [59] for the shallow models, &hat) [61], [62], [63]. We utilize the ISCXVPN2016 data
Optuna [60] for the DNN. We split the data sets into 8098€t [64] (only non-VPN trafc), which contains traces for
training, 10% validation, and 10% test data, balancing ti@rious encrypted traf ¢ types like email, chatting, le trans-
training data set by oversampling. fer, but also for various applications like Spotify, YouTube,

We use the features as described in Table | Wiitarina SKYPe, and Facebook. To investigate a more challenging and
monitoring time slot set tols We additionally perform ne-grained classi cation task, we also differentiate between

macroaggregations of time slots to consider these features®i{li0, chat, le transfer, and video traf ¢ for the applications
three different time scales. We use features for the currdr@eP0ook, Hangouts, and Skype. We exclude some of the
time slot, a trend macro time slot consisting of the three la@Plications like FTPS and SCP, because their single traces
time slots, and a session macro time slot consisting of &f€ 100 short, not allowing us to generate a suf cient number
time slots since the beginning of the ow or session. Notef valid trammg and test slots. We split the t_|me_z slots into
that we deliberately choose to use minimal feature engineeritigPrt consecutive sequences3ff 120s and distribute the

and standard model selection to showcase a lower bound$gfuences such that 80% of the time slots are training data,
the ML performance that can be realized wNarina with 10% validation data, and 10% test data. As SOTA comparison

publicly available data sets. When deployiMgrina in an We choose the'results reported by Xie et al. [63]. .The SOTA
operational network, the ML work ow (feature generation?‘pproaCh here is DL-based, and instead of extracting features,

model development) can easily be optimized for the actd%f’l‘Cket traces are treated like a sentence and information is
monitoring tasks at hand considering the available compdi¥tracted similar to NLP tasks.

resources at the server. This can be expected to further improvd he performance of the various ML models is depicted in
the performance results presented here. Figure 8, where the hit rate, i.e., true positive rate, for each

ofafc type and application is shown for ideaflarina and

the feature set. First, we take the actual features as generdidgjementedMarina. For each monitoring intervaMarina
from the statistics extracted Hylarina. Since the prototype performs a real-time pred|ct|_oq. The shown hit rate is com-
has to use approximations due to the lack of certain ALPHt€d based on these predictions after the ow has ended.

operations and 64-bit arithmetic, we also consider an idegH! Systém targets the lowest monitoring interval possible.

version with the same features, but without approximations€refore, we do not investigate the relationship between hit

Thus, this version indicates what performandarina could rate and slot size/number of slots in this work, but leave this

achieve on future data plane hardware using the same featuf@sfuture work.
We observe that all ML models perform excellent on the

but overcoming current feature computation limitations. We ) : '
will compare the performance of both feature sets to the b&@8K and that the differences between ideal and implemented

state-of-the-art (SOTA) results from literature, which wer@'® only marginal, i.e., the approximations did not cause
obtained using the same data sets. We are aware that Rfly Performance loss. We also observe that our models’
results from literature are never perfectly comparable sinBg’formance is on a par or even better (e.g., RF, XGB) than
they are inuenced by data set splits (training, validatiorsOTA [63]. The results show thatlarina can be effectively
test set), feature selection and preprocessing, search s by network operators to monitor network trafc types
for model selection and hyperparameter tuning, as well 48d applications.

time budget for model training. Still, SOTA results providé2) Video Streaming Application Health/Quality of Expe-

a numerical anchor, which helps to sort in the utility of ourience: video streaming is a prime example of an application,
Marina system for real-time traf ¢ monitoring. All numerical for which prevailing traf ¢ encryption has substantially limited
results are detailed in Tables 11I-VI in the appendix. the visibility of DPI-based network telemetry systems [65]. To

We will investigate the performance for two versions
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@ Intrusion Detection: the ever-growing number and com-
plexity of cyberattacks [71] pushes network operators beyond
static defenses, such as rewalls, to deeper Intrusion Detection
Systems (IDSs) [72], [73], relying on DPI technology to detect
and potentially block known malicious traf c. Despite the
complexities and limitations of ML in the networking security
realm [74], there is a growing interest on ML for malicious
traf ¢ detection, in particular as a countermeasure against
attacks hiding in encrypted traf c [75], [38], [76]. We use the
Figure 10: Hit rates for CIC-IDS2017 intrusion detection usinfy!C-|DS2017 data set [77], [78], featuring a small network
14 attacks. with a wide variety of attacks, labeled on a per- ow basis.
We are aware of the well-known limitations and issues with
win back visibility into video streaming application health othis data set [79]. However, we chose to consider it, as it is
Quiality of Experience (QoE), ML-based approaches have begitlely used and allows for comparison with SOTA results.
conceived that seamlessly operate on traf c features extracteor the SOTA comparison, we use the results reported by
from the encrypted stream of bytes [66], [14], [67], [10]Ho et al. [80], which uses a DNN-based approach, utilizing
[11], [12]. In particular, standardized video streaming Qualitshe original 78 ow-based features provided by the publishers
of Experience (QoE) models, such as ITU-T P.1203 [68] @f the CIC-IDS2017 dataset in addition to the raw packet
P.1204 [69], consider application-layer key performance indtaptures. In our case and after processing the packet captures,
cators for visual quality, such as resolution and bit rate, as weéle data set contains more than 20,000,000 time slots with
as critical playback events such as stalling/re-buffering [7Qabels from 15 classes: benign or attack, including brute force,
Accordingly, we tackle three separate ML tasks, i.e., stallirgenial of service, web attack, etc. For the ML training, we
and resolution — binary classi cation, and bit rate — regressiorequire a balanced dataset, where benign and malicious slots
We compare to the SOTA results in [12] using an extendegbpear equally likely so that the model is able to capture
data set that was provided by the authors. It contains tthee underlying relationships. As it would be unmanageable
encrypted traf ¢ of more than 16,000 YouTube video sessions oversample all attacks to the size of the majority class
labelled with ground truth information obtained at the clierithenign” in this highly imbalanced dataset, it is common
side. It was recorded on laptop devices from 2018 to 2019, @mtctice to undersample the majority class instead. Thus, we
different geographical locations and different networks. Notest undersample the benign slots by using only 10% of the
that the authors retrained the model on this extended dataséginal slots. To obtain a balanced dataset, we then oversam-
compared to the initial paper. The feature set is similar fgle the attack slots such that their count equals the number of
ours and the authors trained a multitude of ML models (e.denign slots. We assign sequences of consecutive time slots of
DT, RF, KNN, and many more). The data set contains moB8® 300 slength into 80% training, 10% validation, and 10%
than 5,000,000 time slots dfs, annotated with ground truth test data.
information obtained at the client side. We split into 80%

training, 10% validation, and 10% test data on a per'sess’i&%ation problem, reporting the hit rate per attack for all

bas!s, balancing the-tramlng data set by oversgmplmg. . ML models and both feature sets. Except for the cross-site
Figure 9 summarizes the results. For stalling and videQinting (xsS) web attackviarina detects all attacks equally

re,s,o'““"” classi cation, we shovy the F1 score for the Nell, reaching an outstanding hit rate of above 99%, which
d!V|duaI 9I_asses (no stalling/stalling and standard (SD) and, 4 par with SOTA results [80]. In this use case, we also
high de nition (HD)) as well as the macro-averaged F1 SCOr€§pqerye that the restrictions imposed by the P4 hardware have
where the F1 score qf each class accounts equally to the o_veﬁgudw any impact, i.e., using the implementddrina is close
average F1 score independent of the number of availaleye performance of the ideMarina variant. Additionally,
samples. For bit rate regression, we show root mean squa{gations indicate that most ML models perform equally
error (RMSE) anq mean absolute error (MAE). Ove'rall, resulb%od for all attack classes. All in all. we see thdarina

for the ideal Marina feature set are on a par with SOTA qjjie5 high detection performance for different types of
results. For all stalling and resolution classes, multiple modelg, s Together with its high capacity, it is thus well suited to
can reach similar performance to the SOTA models using,nqrt network operators' security management, monitoring
both ideal and implementeMarina. When considering the 5y getecting intrusions at large, on high-speed links. As
bit rf"‘te regression, the performance of |d§al and implementgd sion detection is both a security and an anomaly detection
Marina is again close for DNN, but slightly worse than,qy e expect results to transfer also to other anomaly

SOTA. In general, the performance difference between idegliection tasks, such as detecting faults or changes in the
and implementedVarina is marginal. These results con rm network.

that Marina allows network operators to accurately trace the

application health and subjective QoE of a large number @ loT Device Classi cation: the increasing number of non-

video streaming users in real-time, while fully preserving th&tandard computing devices communicating with each other

encryption, and therefore, protecting end users' privacy. on the Internet of Things (IoT) poses security and privacy
risks. Device classi cation can help network administrators to

Figure 10 summarizes the results for this multi-class clas-
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on the growing Internet of Things.

VI. DISCUSSION

Denial of Service: using the controller to classify unknown
ows into ows that are relevant or irrelevant for monitoring,
forwarding the rst packet of each ow to the controller,
Figure 11: Distributions and meaN) of per-class hit rate for has the potential to make the system susceptible to denial of
CIC-10T2022 classi cation into 37 devices. service attacks. For example, an attack may use SYN ooding
to overload the controller. While our prototype currently does
improve the network security by gaining an overview of thaot implement any mitigation strategy, SYN ood detection
network inventory [81], [82]. ML-based solutions have seestrategies are well known and can be implemented. Moreover,
great success for 0T device classi cation [15], [83], [84], [85]a load dependent sampling mechanism for new ows can
We use the CIC-I0T2022 data set [86], in which 60 differeriie added to avoid controller overload. Note that due to the
IoT devices have been monitored in different scenarios ande of the PCle interface, there is ample network bandwidth
over many hours. Here, we focus on the idle and active expbetween the data plane and the controller, and the controller
iments with 37 distinct devices only. The goal is to identifys a reasonably powerful system by itself.
the loT devices based on their traf c characteristics. This i af ¢ Completeness: Marina assumes that all trafc of a

relevant in scenarios where IP addresses change dynamicglys; session is observed. Thus, performance might degrade
or vv_hen multiple de\{lces jointly communicate over a _smgl_gue to multi-path routing in combination with packet by
public 1P address using NAT. The considered 10T devices i yet multiplexing, asymmetric routing, or other form of link

this data set include various audio devices, camera devicggg eqation splitting the traf c. Assessing the impact of traf ¢
home automation devices, etc., which are based on d'ﬁer‘?m)completeness is beyond the scope of this paper.

protocols like IEEE 802.11, Zigbee, and Z-Wave. We split the L
traf c captures by MAC address to obtain traf c ows per loT DNS Poisoning and Encrypted DNS:the .prototy'pe can
device. We further ignore all empty time slots where devicégly ona datab_ase of IP a_ddresses to deC|d_e which ows to
were inactive. We split the time slots into 80% training, 109%¢/€Ctively monitor for a given use case. This database can
validation, and 10% test data. For ML training, we randomlze either hard coded or ‘?'V”am'C‘%"y updated using a mapping
sample only 5% of the original time slots and then balance t %'P addresses to speci ¢ domain names of the application,
IoT devices using oversampling. We compare our approachVY ,'Ch are extr_acted f“?m ungncrypted DNS responses. DNS
the SOTA results reported by Ma et al. [85], which utilizes BOISONing, which may insert irrelevant IP addresses into the
DL-based approach using packet sequences. P data_\k_Jase, may negat|\{ely impact 'Fhe monitoring system.
Figure 11 depicts the hit rate distributions of the 37 classlens addition, the current implementation does not support
encrypted DNS, such as DNS over HTTPS (DoH) or DNS

for the various ML models in the form of boxplots. Results ! .
show that the multi-class problem of device identi catio over TLS (DaoT). Still, the assumption that a network operator

L e MNas a way to identify relevant IP addresses seems reasonable,

can be adequately solved wiMarina, achieving average hit : ! i ; :
rates above 93% for RF and ERT, for both the ideal angd <" i DOH or DoT is used within _thelr network, since most
implementedMarina feature sets. Compared to SOTA [85],use cases involve well known services.
which proposes a ow-based approach based on embedd"%y']cept Drift: Marina relies on ML models which are trained
of packet sequenceMarina provides a superior performanceon labelled data sets for monitoring purposes. The challenge
Notably, the variance of the SOTA approach is a lot higher. Iti§ on the availability of such data sets. They need to be
able to identify some devices perfectly, but it fails to recogniZ&presentative and available of ine for training, while at the
others entirely, which also causes the high difference betweg#me time there is a need to detect and handle concept
median and mean. Thudjarina shows a more consistentdrift during operation, i.e., long-term changes to the data
performance regarding all classes. It can also be seen tfligiributions over time. Possible examples for such changes are
for this use case implementédarina often outperforms ideal Updates of the application or the end user device, or changes
Marina, which seems kind of contradictory as the features af@ network con guration. This may require the collection of
supposed to become more inaccurate due to the approxifi@w labeled data sets and re-training of the ML models,
tions and transformations. The transformations, however, &&-, [87]. We note that this is not a problem speci dMarina,
the root cause why implementddarina performs better here. but @ generic problem involving ML models in operational
They change the underlying distribution of the features, e.giétworks. As such, we did not evaluate the impact of concept
the variance inside the features, and simultaneously changedf# in this work.
co-variances in a bene cial way for the prediction in this cas¢iardware Requirements: although theMarina data plane
Note that while the transformations had a positive effect hefgrototype was implemented on a P4-based To no switch, our
it can also negatively affect the performance in other casesiesign can be ported to any data plane device (programmable

Additionally, providing hit rates of at least 91% for each oéwitch, FPGA, or ASICs), which provides line rate forwarding
the 37 IoT devices and considering its high capaditgrina and arithmetic packet operations. Thus, in contrast to other
is an appropriate tool for network operators to classify devicapproaches, we are not affected by Intel's recent cut of To no
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network solutions [88]. VIIl. CONCLUSION

We introducedMarina, a system for realizing ML-driven
VII. RELATED WORK real-time traf c monitoring in large scale networkMarina

Traditional Solutions: classical ow-based telemetry ap-addresses the challenges of scalability up to terabit scale
proaches such as NetFlow [1], sFlow [2], or IPFIX [3] onlyvhile minimizing the monitoring overhead and providing
provide coarse-grained monitoring, as they collect statistibigh exibility, expressiveness, and accuracy for performance-
over the whole ow, unsuitable for real-time applications@nd security-related traf c monitoring tasks, even in case of
In detail, NetFlow timeouts are con gured in seconds, bigncrypted trafc. The design oMarina is based on spread-
practical implementations often do not allow for ner granuind the monitoring over a highly efcient data plane on a
larities < 305s[89]. Additionally, they often rely on sampling Programmable switch, FPGA, or ASIC, which can extract
techniques, as monitoring the whole traf ¢ at line rate is imonitoring data at line rates, and a powerful ML server,
possible, possibly skewing/falsifying the traf ¢ observationsWhich can run monitoring inference using diverse ML models.

Sketch-based Solutionsto gain a more ne-grained insight We link both parts by applying temporal microaggregation

into the network, sketching algorithms have been popularizga packets per ow into sub-second time slots. We extract

o a stream of sample moments of the packet size and inter-
E:?Jos]'c’o[r?]ﬂ’e[:ojéigl]s’tr[ggﬂr[zs]’(£94], E‘?)?]D[gg]s[zn?l]u u:tli'g'nn%g rrival time distributions. This information is available even
Ires, €.9., 9 or encrypted traf ¢ and provides a valuable description of the

Sketches generally depict a trade-off between resource con.

. . raf c in each time slot that can be leveraged by ML-based
sumption and accuracy [30], may only serve a special purpose

and are not designed with ML-based traf ¢ analytics in mindﬁOmt_ormg mod_e_l_s. The time SlOt. du_ratlon both de nes the
real-time capabilities and the monitoring accuracyMarina,

In-band Network Telemetry: orthogonal to sketching, INT and thus, must be kept as short as possible.

[98] and extensions, e.g., Probabilistic INT (PINT) [28] \we implemented Marina data plane prototype on a Bare-
emerged. Instead of approximations, INT makes use of pigypt Wedge 100BF-65X P4 switch and made the code publicly
gybacking strategies and dumps meta-data onto the packgigilable. As current P4 hardware exhibits several limitations,
As this imposes a signi cant overhead, newer proposals [99k had to utilize a P4 bag of tricks to realitarina and
revert back to using lightweight sketchlets with INT. to approximate the extracted statistics. TWerina prototype
Query-driven Languages: often building on INT and/or maxes out the data plane resources to monitor up4d bps
sketches, query-driven languages [20], [100], [19], [33] ai®f traf c in 524,288 concurrent ows. It generates less than
to provide expressive interfaces to run exible streaming85Mbps of monitoring traf c, and, in combination with a
gueries. However, providing these interfaces often comes wjthwerful ML server, it can achieve a monitoring granularity
signi cant overhead, e.g., Sonata [20] renders shert3s and end-to-end delay until obtaining monitoring results for all
time slots undesirable due to updates of lter rules. ows as low as500 ms

Software-based Solutions:to realize the above discussed Ve validated the analysis capabilities provided Mgrina

telemetry systems, either software- or hardware-based imgfe:- four different and challenging ML-driven real-time mon-
mentations are possible. WiMarina, we opt for a hardware- 1101ing applications — encrypted trafc classi cation, video

based solution. Though, several software-based academic (S§€2Ming application health/Quality of Experience monitoring

Retina [21]), commercial (e.g., Corelight [101]), or Opentrom encrypted traf ¢, intrusion detection, 10T device classi-

source (e.g., Zeek [102], nProbe [103], Tstat [104]) solution§ation — with a broad set of ML models. For all investigated
exist. While some of them are capable of monitoring multiasks, despite the approximations required due to P4 hardware

Gbps trafc, they do not scale to Thps trafc, and/or ardimitations, the ML inference results enabled by thlarina
tailored to a specic use case. Zhang et al. [105] provid@rototype are on a par or better than state-of-the-art results.

an overview of such software-based solutions that operate g found that random forest models provide a good trade-off
a Gigabit scale, but as mentioned by Sonchack et al. ud@ﬁtween high monitoring accuracy and fast model inference

scaling these solutions to huge networks on a Terabit scRe€d. However, in an operational deployment, the best ML
requires a rack full of servers. models can be selected and optimized depending on the

. o L . . actual monitoring tasks and the available compute resources,
ML-driven Solutions: some monitoring solutions implement, .t 1 pe expected to further improve the monitoring

the MLd r;etwo][k mtelhgence_ paradigm, alrc?.lnghtoddeplo erformance. Considering its monitoring capacity at terabit
ML models or feature extraction on commodity hardware Qi.gie this con rms thailarina allows to realize different ML-

programmable switches. Nevertheless, after a vast review of e, real-time monitoring tasks in large-scale networks with
related literature (see Table Il in the appendix for the fu igh accuracy.
taxonomy), we conclude that existing ML-based solutions are

not ready for deployment, as they have unclear performance,

e.g., in terms of overall latency of the whole ecosystem. Addi-

tionally, related works often only operate on data for a speci ¢ This work was partly funded by the German Research
use case, i.e., while some approaches might theoretically Bmundation (Deutsche Forschungsgemeinschaft, DFG) under
applicable for more than the described use case, it was goant SE 3163/3-1, project number: 500105691 (UserNet). The
evaluated in the corresponding paper. authors alone are responsible for the content.
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