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Abstract

This paper compares the efficiency of different routing aesilience mechanisms to
avoid congestion in a network for a set of protected failufesouting mechanism is more
efficient than another one if it achieves a lower maximum litikization in the same net-
working scenario. With resilience requirements, the maxinlink utilization over the
set of protected failure scenarios becomes the criticalevaWe consider standard and
optimized configurations of single shortest path (SSP) andhlecost multipath (ECMP)
routing as well as several types of end-to-end (e2e) patiegtion and MPLS fast reroute
(FRR). We investigate how well these resilience mechanisanscope with different net-
work structures and with different sets of protected fafurThe results show that routing
optimization reduces the maximum link utilization sigrefitly both with and without pro-
tection of failures. The optimization potential for resiit routing is limited by the applied
mechanism and heavily depends on the network structureremset of protected failure
scenarios.

1 Introduction

Network failures occur so frequently and can take so long ttiney are not tolerable for cus-
tomers of Internet service providers (ISPs). Therefore/ice availability is a critical issue in
service level agreements (SLAs). Network providers uséeption switching and restoration
mechanisms to guarantee service continuation if a failooeis. Various methods are suitable
for different objectives.

e End-to-end (e2e) protection switching mechanisms prgéetary paths by disjoint backup
paths such that the connectivity is restored if a failurauogon the primary paths. Protec-
tion switching implies that the backup paths are set up irmade such that the head end
router just needs to switch the traffic over if it is informdabat the failure of the primary
path.

¢ Restoration mechanisms establish backup paths afterusefdibs occurred. Therefore,
they are too slow to protect traffic of real-time applicatigh]. However, they can survive
multiple network failures. For example, IP routing carriles traffic always on least cost
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paths and restores the connectivity as long as the netwpllyisically connected. In con-
trast, e2e protection switching mechanisms cannot reftereonnectivity if the primary
and the backup path of a connection fail simultaneously.

e Fastreroute (FRR) is a special type of protection switchE®E protection switching uses
link management protocols [2] to recognize path failuregctvitakes time. FRR mecha-
nisms recognize a failure at its location and redirect thffierfrom there to minimize the
reaction time. Multiprotocol label switching (MPLS) offetwo options for FRR [3] and,
currently, FRR mechanisms are also intensively discusseldPfrouting [4].

This is just a small but relevant subset of existing resfi@i@emechanisms with their pros and
cons. In this work, we study a simple primary/backup pathceph and the self-protecting
multipath (SPM) as representatives for e2e protectioncéwviy, standard and optimized single
shortest path (SSP) and equal-cost multipath (ECMP) rg@srepresentatives for restoration
mechanisms, and the standard and improved one-to-one diliy taackup options of MPLS as
representatives for FRR.

In IP backbones, overload occurs mostly due to redirectdtictin case of network failures
[5]. Routing and resilience mechanisms should carry traffar paths with sufficient capacity in
such a way that the resulting link utilization is low in thddige-free and in all protected failure
scenarios. Our intention is to investigate how well the gmechanisms achieve that goal.

The contribution of this paper is a comprehensive studyroigg the efficiency of standard
and improved routing and resilience mechanisms. We congidémpact of the network topol-
ogy and the resilience requirements, i.e., we compare fiuéesicy for unprotected networks as
well as for networks with protection of single link failuresngle router failures, and single link
and router failures.

Section 2 explains the resilience mechanisms under studyore detail and explains how
their configurations can be improved. Section 3 comparesffiogency of routing and resilience
mechanisms in different network topologies and with déferresilience requirements. Finally,
we summarize this work and draw our conclusions in Section 4.

2 Optimization of Resilience Mechanisms

In this section, we present the resilience mechanisms thatomsider in our investigation and
show how they can be optimized to carry more protected traffic

2.1 Resilience Mechanisms

As mentioned in Section 1, this work focuses on IP reroutérgi-to-end protection switching,
and MPLS fast reroute. We explain them now in more detalil.

2.1.1 IP Rerouting

IP routers forward data packets using destination-basetihgp They have routing tables that
map address prefixes to outgoing interfaces. A router fineldathigest one of the prefixes that
match a packet’s destination IP address and forwards ietodlresponding interface (next hop).



The prefixes can be associated with more than one interfangleS$ath routing forwards the
traffic only to the next hop with the lowest device ID while riidath routing splits the traffic
equally among all possible next hops [6, Section 7.2.7].

The routing tables are usually constructed in a distributeshner by routing protocols like
OSPF or I1S-IS. They use administrative link costs to cateuflae next hops based on least-cost
paths. Single shortest path (SSP) routing is default, butlga@consider the equal-cost multipath
(ECMP) option, which allows multipath routing over all I¢&®st paths. More precisely, the
traffic is equally distributed over all interfaces that are a shortest paths to its destination.
ECMP makes the routing independent of device IDs and sprisdgraffic over more links
which often leads to more balanced link utilizations.

A salient feature of IP rerouting is its robustness agaiestvark failures. The routing proto-
cols adapt the routing tables to the working topology wigeeonds and restore the connectivity
of the network as long as it is physically connected. Thisuing may take seconds, but cur-
rently new mechanisms for IP fast rerouting are investie7].

2.1.2 End-to-End Protection Switching

The simplest form of e2e protection switching is the priMiaagkup path concept. Both a

primary and a backup path are established during the cdonesgtup. They are either link or

also node disjoint to protect against single link or singldafailures. In case of a path element
failure, this is recognized by the node immediately upstrea this failure and a path error

message is sent to the head end router to switch the traffictiie primary to the backup path.

Alternatively, the receipt of an updated link state adgerient or packet (LSA, LSP) from the

interior gateway protocol (IGP).

2.1.3 MPLS Fast Reroute

MPLS fast reroute (MPLS-FRR) is a protection switching naatdbm implementing the local
repair principle [3]. It provides a point of local repair (RLat any router within a label switched
path (LSP) such that the traffic can be rerouted at any peskililire location. The advantage of
this method is that PLRs can recognize the failure faster tiiahead end router of the path and,
therefore, the reaction time of MPLS-FRR is shorter tharotiee of e2e protection mechanisms.
MPLS-FRR offers two backup options that are presented ifialf@ving.

One-to-One Backup One-to-one backup provides for any path at any PLR a sepaaataip
path that redirects the traffic towards its destinatigi. Figures 1(a)—1(b) illustrate the standard
path layout of these backup paths. They follow the shora$tgofrom the PLR to the respective
destinatiorry; and avoid the potentially failed elements, i.e. the link #relnode after the PLR,
because these network elements must not be contained ia¢kappaths. These backup paths
are called detours. To reduce the complexity of the stataterénce, detour LSPs towards the
same destination may be merged to a single LSP when they méle¢ ovay to the destination.
However, this does not impact the path layout.



(a) LinkDetourPLR reaj )- (b) RouterDetoufPLR r;).

Figure 1: One-to-one backup uses detour tunnels.

Facility Backup Facility backup provides protection switching for everyvnerk element.
The standard path layout uses shortest paths without tleel fagtwork elements to set up so-
called link and router bypasses. Figure 2(a) illustratéalablypass. A link failure is protected
by a backup path around this link, i.e., the backup pathsstathe PLR and ends at the next hop
(NHOP). This backup path deviates all flows when this linksfand acts like a tunnel. Similarly,
a router failure is protected by a backup path from the PLRéatext next hop (NNHOP) of the
respective path (cf. Figure 2(b)). Note that several baglaths are required to protect a single
router failure since traffic comes from and leaves for difgrinterfaces of the protected router.

L QNHOP LL NNHOPL
/ ................ Fj/ ... el

(a) LinkBypas$PLR NHOP). (b) RouterBypas(sPLR,NNHOP)

Figure 2: Facility backup uses bypass tunnels.

2.2 Routing Optimization

Routing mechanisms can be configured in such a way that tiwatitn of the links in the net-
works is minimized which improves the QoS of the traffic ara/es room to compensate traffic
fluctuations [8-11]. In networks with resilience requirertserouting optimization becomes
more difficult. The resilience mechanisms mentioned abestmaintain the mere connectivity
in case of a failure. Redirected traffic can cause congestiothe backup links and affect the
QoS of both primary and backup traffic.

Let s denote a single failure scenario which describes the faiktdiork elements, i.e., the
empty set 0 is the failure-free scenario. The routing shel configured in such a way that the
maximum utilizationps of all links in the network is minimized during failure-fremperation
and in all intentionally protected failure scenarifs We call this optimization a configuration



approach as the optimized routing is used to configure n&sweith given link bandwidths [12].

In contrast, we call the joint optimization of the routingdathe link bandwidths a capacity di-
mensioning approach [13, 14]. The objective is to designsteffective network that needs the
least resources, i.e. working and backup capacity, to @giyen traffic matrix in all protected
failure scenarios. Optimization for capacity dimensignia more difficult than for configura-
tion since more parameters must be set. However, in this ,weekconsider only the above
mentioned routing optimization for network configuration.

2.2.1 Optimization of IP Routing

The standard configuration of IP routing uses the hop coutitienée., the cost for any link
is set to 1. However, the link costs can be adjusted by heu@sgorithms in such a way
that the maximum link utilizatiorps of the network for any protected failure scenasia S
is minimized [15-18]. In this paper, we use the method fro@]j far the optimization of IP link
costs both for SSP and ECMP routing and refer to these opbipioptSSP and optECMP.

2.2.2 Optimization of Explicit E2E Paths

We first present non-confluent shortest paths (NCSPs) asyasiraple heuristic for the path
layout of unoptimized explicit paths. Then, we introduce #elf-protecting multipath (SPM)
as a general e2e protection switching mechanism and deptimired explicit paths and pri-
mary/backup paths from that structure.

Unoptimized Non-Confluent Shortest Paths (NCSPs) With SSP routing in IP networks, the
traffic follows the shortest paths and, in addition, the flogvgards the same destination take the
same shortest paths when they meet at any point in the netWrik leads to a strong traffic
concentration on some links which we call a Lemming effecthPLS, explicit routes can
be established that do not need to have this Lemming effeet.obtain such paths using the
following algorithm and call them non-confluent shortesthgg NCSPs). A counter tracks the
number of flows over a link during the path layout process, thedlinks with a low counter
value are preferentially taken when new shortest pathsearested and several equal cost paths
exist.

NCSPs may be used to implement the e2e primary/backup co(l&SP-PB). To obtain
a pair of disjoint shortest paths, we use a combination oRtldésjoint-shortest-paths (2-DSP)
computation from [20] and our NCSP approach. We use the eshpeth as primary and the
longer one as backup path. The DSP computation is requialibe for some “trap topologies”
the shortest path prohibits a disjoint backup paths (cfufeid(a)) although disjoint paths exist
in the network (cf. Figure 3(b)).

Self-Protecting Multipath (SPM) The self-protecting multipath (SPM) is an e2e protection
switching mechanism and can be considered as a genemlizattithe primary/backup path
concept. Its path layout is obtained by a combination of tlsSR anck-DSP computation, i.e.,
the maximum link utilization over the set of protected fedliscenarios up tk disjoint path are
considered which yieldslkaSPM. The path layout of a 3-SPM is depicted in Figure 4. Thffier
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(a) Single shortest path routing prohibits the existefieThe disjoint-shortest-path computation finds disjoint
of a disjoint backup path. paths.

Figure 3: Path layouts in the trap topology.

is distributed over the disjoint paths according to a loadrgng function that depends on the
pattern of working and broken paths. To protect againstlsifajlures, the 3-SPM requires 4
different traffic distribution functions: one for the faikifree scenario and one for the failure
of each of its three paths. The optimization of the load bafanfunction takes into account
the set of protected failure scenariSslt is numerically well tractable for networks with a size
of up to 60 nodes and can improve the protected throughputame extent [21]. However,
load balancing can be problematic due to distribution ineacies [22, 23]. Without losing the
savings potential of the SPM, heuristics can optimize thd lmalancing functions of the SPM in
such a way that its paths carry either 0% or 100% of the traféic,the load balancing function
acts like a path selection function. These heuristics ang fast and can optimize the SPMs
of large networks of up to 200 nodes within several minutes.call this method integer SPM
(iISPM) [12] and use it as default for the SPM throughout tlaipey.

Figure 4: Thek-SPM distributes the traffic of a demaxdover up tok disjoint paths pathspg,

p‘f,*l according to a traffic distribution functidlj which depends on the pattefn
of working and non-working paths.

Optimized Explicit Paths (optE2E) The straightforward optimization of the explicit paths
uses an integer linear program (ILP) to find the best pathuia§aptE2E-ILP). ILPs are difficult
to solve as they are time and memory consuming for medium amyg Isize networks and,
therefore, we do not use this method. We rather us&-i8M optimized only for the failure-
free scenari® ={0}. That means, the optimization chooses for any ingresssegar one path



out of k disjoint paths in such a way that the resulting set of e2espatids to a low maximum
link utilization pg in the failure-free scenario. We investigate this methothwand without the
restriction ofk <2 and call the respective paths 2-optE2E kraptE2E.

Optimized Primary/Backup Paths (optPB) The most obvious optimization of the primary/backup
paths concept selects the path layout of the primary andableup path in such a way that the
maximum link utilizationpgs is minimized overS. This is a quadratic integer problem and, there-
fore, it is rather difficult to solve and very time-consumizgeady for small networks. Instead,

we use the 2-iSPM to approximate an optimum primary/baclkath gystem. The path of the 2-
iISPM which is used during the failure-free operation is thimpry path and the other one is the
backup path. Note that the genekalSPM (k>2) has more flexibility than the primary/backup
path concept because it uses different backup paths deyeodithe failure symptom.

2.2.3 Improved Configurations of MPLS Fast Reroute

In the following, we present heuristics for the path layofiboth MPLS-FRR options. Both
approaches increase the spreading of the backup trafficeamdake thereby the required backup
capacity. More efficient path layouts can certainly be fqund they are more complex and only
a few research papers address this issue [24-27].

One-to-One Backup The backup capacity requirements for one-to-one backupeasduced
by modifying the link detours as shown in Figure 5(a). Aligdetours except the first link within
a path step one link back within the path and then take the patheas the corresponding router
detour at this location [28]. We call this a push back detour.

3c R, 3
PLR ‘ e ‘ ! PLR |
- S N o .

(a) The PushBackDetoPLR ;) substitutes al(b) LinkBypassg®LR NHOP) are substituted by

LinkDetourlPLR r,j ) of a path (except PLR is originRouterBypass¢éBLR NNHOP) and the bypass for the
last link of the primary path is substituted by a
PushBackBypa$BLR NHOP) except if PLR is also the
origin.

Figure 5: Improved path layout for MPLS FRR.

Facility Backup The backup capacity requirements for the facility backup lwareduced by
modifying the link backup as follows. Flows use the routepdigses instead of the link bypasses
wherever possible. The last link of a flow is protected by ahpback bypass. Figure 5(b)
illustrates how the respective backup path sends the tm@ficlink back from which it came



from and takes then the same path as the router bypass aidhatoh. If a flow contains only a
single link, this link is further protected by the convemid link bypass [29].

3 Results

In this section, we first explain the general experimentsaind the performance measure for
the subsequent investigations. Then, we study how wektmifft routing mechanisms can dis-
tribute the traffic in the network to achieve low link maximuurtilizations ps by their relative
efficiency. We extent these experiments towards resilieneehanisms and the protection of
single link failures. We illustrate the impact of the netkatructure on the ability of different
resilience mechanisms to keep the maximum link utilizapgriow and, finally, we show how
the protection of other failures influences the maximum litikization ps.

3.1 Experiment Setup and Performance Measure

In [30] we have shown that the required backup capacity ofwar depends significantly on its
topological characteristics. We construct random net& ok our experiments using the gener-
ator from [30]. They have a different size in terms of nodeq 10, 15, 20, 25, 30, 35,40, 45,50},

a different average node degrégy< {3,4,5,6} which is the fractiondayg= T of the number of
unidirectional linksm and the number of nodes Furthermore, the degree of individual nodes
may deviate by at mosijig*e {1,2,3} from the average node degree. We use 15 instances of
each possible combination which yields 1620 different cemahetworks that were evaluated for
each routing or resilience mechanism in each experimer.pfésentation of the results is very
condensed and accounts only for the most relevant topalbgi@aracteristics. We assumed that
all links of the networks have the same capacity and that dhesgponding traffic matrices are
homogeneous, i.e., the same traffic rate is exchanged bet@vsetwo nodes. We will justify
this approach at the end of this section.

The primary performance measure of our study is the maxinioknutilization p% in the
network over all protected failure scenarigs S which is obtained with a certain routing or
resilience mechanisii. It is an indicator for the absolute efficiency ¥fwith protection ofS.

If unprotected failures occurs, the maximum link utilizettican be significantly larger thag;,
congestion can occur, and traffic might be lost. This has baetied in [31].

However, the maximum link utilization is not very expressier comparisons as it depends
on the link capacities and the traffic matrix. Therefore, ather consider thefficiency ratio
fX(Y)=p%/ps, and compare the relative efficiency of different resiliengechanismx andY
for the same set of protected failure scenafio3 he valuefZ (Y) indicates how much traffic can
be transported with routing or resilience mechaniim comparison toX under the condition
that the same maximum link utilization is achieved.

Similarly, we use the efficiency ratié (S’) = p%/p% and compare the impact of different
sets of protected failure scenariSandS’ on the efficiency oK. Its interpretation is analogous
to the one off%(Y). For the sake of a simple specification®fwe abbreviate the failure-free
scenario by 0, the set of all single link failures bythe set of all single router failures B and
the set of all single link and single router failuresIdy.



The structures, the link capacities, and the traffic madrwiethe networks are certainly not
realistic, but they serve our goals for two reasons. Firstly intention is the performance com-
parison of the resilience mechanisms by a parametric skeghrding topological characteristics
instead of investigating a few specific real world networ®econdly, the absolute values of the
link capacities and the traffic matrix determine the maximink utilization p% in a network.
However, their scaling does not impact the efficiency rafgdér) = pZ/p¥ or f%(S')=p%/p%
as long as the respective experiments are conducted widathe network and traffic matrix.

3.2 Efficiency of Routing Mechanisms without Failure Protetion

We compare the efficiency of different routing mechanisntetire to the one of standard SSP
routing when no failures are protected, i%= {0}. Figure 6 shows the average efficiency ratios
f5SRY) from all sample networks depending on the network size. adtt in the figure is an
average value from 180 different networks. At first sight, atserve that the efficiency ratios
for all routing mechanisms are larger than 1.0, i.e., theikimum link utilization is smaller than
the one of SSP routing. Thus, SSP routing is less efficient i@ other routing algorithms.

Optimized e2e explicit paths (optE2E) based on iSPM are eiffistent. They increase the
transmission capacity of the network by 60-140% compare®SB routing and give thereby
a lower bound on the optimization potential. There is haatly difference whether 2-iSPM
or k-iSPM is used for the selection of the paths. The efficiencpmifmized ECMP routing
is similar to the one of optE2E for small networks, but fogmnetworks it is about 20% less
efficient. Optimized SSP routing is about 20% less efficiaahtoptECMP in small networks,
but this difference decreases with increasing network dike unoptimized routing mechanisms
are clearly less efficient than the optimized methods. Hewdiie NCSPs are 20% better than
standard SSP routing in small networks and up to 50% in lasgeork. The improvement
results from the avoidance of the Lemming effect which issealuby destination based routing.
Standard ECMP routing is also 35-40% better than standaRdr@8ing because it leads to a
better traffic distribution in the network. Looking at allrges, we realize that the difference
among the optimized routing algorithms is clearly visilidet the difference between optimized
and unoptimized routing algorithms is larger. Thus, thdinguefficiency can significantly be
improved by optimization while the choice of the specifictiog mechanism is secondary for
networks without resilience requirements.

The efficiency of optimized routing mechanisms increasearty} with the network size. We
explain that phenomenon in the following. In our study, weeha homogeneous traffic matrix
and random networks with equal link bandwidths. Thus, tleemismatches between the
bandwidth and the traffic rate on the links. As the possibiiitr strong mismatches increases
with the network size, the potential to reduce the maximumk litilization p3S" by routing
optimization also increases. Hence, although random mksaare not realistic examples, they
help to illustrate how well routing algorithms can expleitieasing optimization potentials.

3.3 Efficiency of Resilience Mechanisms with Protection ofiSgle Link Failures

We conduct the same experiments as in Section 3.2 but nowpnatkction of single link fail-
ures. That means, we consider the maximum link utilizatiemf the failure-free operation



260 L Compared routing mechanisms
-—4-— k-optE2E
| —+— 2-optE2E .
g 2401 = opECMP po
5] —e— OptSSP - =
S, 220 —s— NCSP-PB % .m
8 o ECMP
$ 200
S
% 1.80 -
S 160
g~ -
o — o
140+ o g
<>( /2/'/ D= © o o ) ©
120 o7
1.00 . . . . .
10 20 30 40 50

Network size (nodes)
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and all single link failure scenarios, and calculate thecigfficy ratiosf>SqY) of the resilience
mechanisnY relative to SSP (re)routing.
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Figure 7: Efficiency ratiosfSSRY) of various resilience mechanisi¥scompared to standard
SSP (re)routing with protection of single link failures éeging on the network size
(nodes).

Figure 7(a) shows the efficiency ratios of the resilience maasms that correspond to the
routing mechanisms studied in Figure 6. Note that iISPM spwads tok-optE2E and the
optimized simple primary/backup paths (2-iISPM) corresisoto 2-optE2E. At first sight, Fig-
ure 7(a) is very similar to Figure 6 since the qualitative d&etr of the efficiency ratios is the
same for all mechanisms. However, the efficiency ratios \irith protection are about 5-30%
lower than without any protection. In particular, 2-iSPMaisout 25% worse than 2-optE2E
while k-iSPM achieves almost the same efficiency ratiok-aptE2E. Thus, the advantage of
multipath mechanisms becomes obvious for routing optititimavith resilience requirements.
They lead to a larger optimization potential than simplenary/backup paths mechanisms. The
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efficiency ratios for optimized IP routing (optSSP, optECOMIPe with link protection about
20% smaller than without any protection, too. The efficienEyhe unoptimized NCSP based
primary/backup path concept and standard ECMP (re)roigiwith link protection only slightly
lower than without any protection. With link protectiongthifference of the efficiency ratios
between optimized and unoptimized resilience mechanismagain very large, but the differ-
ence among the optimized resilience mechanisms is alsedevable. Thus, the choice of the
resilience mechanism does matter.

Figure 7(b) shows the efficiency ratios for MPLS FRR mechagigelative to SSP (re)routing.
They are all smaller than 1.0, i.e., the maximum link utiiaas of the MPLS FRR mechanisms
are larger than the one of SSP routing. Thus, SSP routing lie efficient than the MPLS FRR
mechanisms. The standard facility backup (bypass) hasntladlest efficiency ratios between
0.75 and 0.85, followed by the standard one-to-one backetp(d) with ratios between 0.87 and
0.89. The improved bypass achieves values between 0.85.2inafd the improved detour lies
between 0.90 and 0.97. Thus, facility backup requires thervation of more backup capacity
than one-to-one backup and the improved path layout for BBIR options leads to significantly
larger efficiency ratios. We explain these findings in théofeing.

With the standard facility backup, the point of local rep@tLR) intentionally redirects all
backup traffic over the same bypass tunnel when a link failsa&onsequence, the utilization
of the corresponding backup links is very high in that cash shat the maximum link utilization
of SSP routing is exceeded by far. With one-to-one backuPLR distributes the traffic over
different paths towards the destination. This leads to sdistebution of the backup traffic and
to lower utilization values of the backup links in failureses. The improved facility and one-to-
one backup versions differ from the standard versions bstisstitution of link bypasses and
detours through router bypasses and detours as well as yribd@uction of push back bypasses
and detours. These mechanisms lead to a better distribofithve backup traffic and, thereby,
to a lower utilization on the backup links in failure casesmifar results in a different context
can be found in [28, 29].

We considered only simple improvements for MPLS FRR that lmameployed without a
central configuration tool. However, we expect that its &fficy can be more improved by a
rigorous optimization in a central path computation elenfB€E) with global knowledge [32].

Note that Figures 7(a) and 7(b) do not inform about the reglirackup capacity. This issue
is addressed in Section 3.5.

3.4 Impact of the Network Structure on the Efficiency of Resilence Mechanisms

Figures 8(a) and 8(b) illustrate the efficiency of optimi&&P routing and optimized e2e paths
based ork-iISPM (k-optE2E) relative to standard SSP routing without protectf any failures.
They show that the efficiency ratios increase not only withrtetwork size but also with the av-
erage node degree, i.e., highly meshed networks have a [awtgntial for routing optimization
than networks with a rather low average node degree. Inalyarseeshed network&-optE2E is
hardly better than optimized SSP routing since the topolafgrs only a few choices to route
the traffic on disjoint paths. In well meshed networks, maisjotht paths can be found between
two endpoints which creates a large optimization potentfed a consequence, the efficiency
ratio of k-optE2E increases with the average node degree whichrébtest also the increased
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optimization potential of such networks. However, optiedZSSP routing can take only rather
little advantage of that potential.
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Figure 8: Efficiency ratios for optimized SSP aadptE2E relative to unoptimized SS#thout
protection of any failures@) depending on the network size and the average node
degree.

Figures 9(a) and 9(b) illustrate the efficiency ratios ofoed SSP routing and tHeiSPM
compared to default SSP routing with protection againgglsitink failures. They are very
similar to Figures 8(a) and 8(b). However, in networks witlow node degree od,yg= 3, the
efficiency ratios are clearly smaller with protection thathwut protection and in this particular
case, they are again approximately equal for optSSHa8&M. In contrast, in networks with
a high node degree alg= 6, the efficiency ratios for optSSP are significantly smahéh
protection than without protection while they are the saon&foptE2E andk-iSPM. Obviously,
the constraints for destination based routing prohibitféecgve optimization of SSP routing in
well meshed networks. Thus, in sparsely meshed networkéniapd SSP routing and the
k-iISPM need about the same backup capacity while in well niesleéwvorks, thek-iSPM is
significantly more efficient.

3.5 Impact of the Protection Variant on the Efficiency of Redience Mechanisms

In this section, we use tHeiSPM and the facility backup option of MPLS fast reroute asdi-

dates for end-to-end and local protection mechanisms tehiesmpact of the protection variant
on the efficiency. We consider the following protection sats: no protection (0), protec-
tion of single link failures I(), protection of single router failure®), and protection of single

. i . L . iSPM pyk-iSPM
link and single router failured. R). We calculate the efficiency ratidg'SPM(Y) = pleSP and
0

Bypass
foYPasTY) = % for the protection variant¢ € {L,R LR}. We use standard SSP routing as the

unprotected baseline for facility backup because standtdS FRR takes the shortest paths.
The results are compiled in Figures 10(a) and 10(b).
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Figure 9: Efficiency ratios for optimized SSP aritSPM relative to unoptimized SSWith pro-
tection of single link failures (Ldlepending on the network size and the average node
degree.

The curves fol, R, andLR-protection are clearly below 1.0. Networks with proteaticeed
some of their capacity to carry backup traffic and lead tloeeeto a larger maximum link utiliza-
tion than networks without protection which decreases ffiei@ncy ratiosfy (X) below 1 for
any protection mechanisi For MPLS FRR, the efficiency ratios for link and router pobien
are about 0.6 and 0.72, respectively, and they are almospamtient of the network size. For
the k-iSPM, the efficiency ratios increase with increasing nekngize as we already observed
in Sections 3.2, 3.3, and 3.4.

We verify that the efficiency ratio fdcR-protection is lower than for the protection of only
L or R. We realize that_-protection achieves larger efficiency ratios tiRwprotection for the
k-iISPM while this is vice versa for facility backup. When a tr@ufails, its adjacent links also
fail. Thus, more capacity is missing in the presence of mofatéures than in the presence of
link failures. However, this is not reflected by the efficigmatios of the facility backup due to
the following reason. The point of local repair (PLR) infenally redirects all backup traffic
over the same link bypass tunnel when a link fails. As a comsecg, the utilizatiopSYP2{1)
of the corresponding backup linkss very high in that particular failure scenarsssuch that
the maximum link utilizationoY***°is very high. The effect of this problem is reduced for
router bypasses as they push back the traffic to differeatitmts from where it is redistributed
which reduces the overall amount of backup traffic on indiaidlinks. This is depicted in
Figure 11. In general, e2e resilience mechanisms leadsdbeskup capacity requirements than
local resilience mechanisms. A comparison of local (limej a2e restoration in [33] supports
this observation.

In Figure 10(a), the efficiency ratios for router protectare clearly larger for networks with
10 nodes than for networks with 15 nodes. This is due to thietfiat networks with only 10
nodes need to carry 20% less traffic if a router fails sincetridffic from and to this router is
removed. This effect vanishes quickly for larger networks.
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Figure 11: In contrast to link bypasses, router bypassdsIparsk the traffic to different locations
from where it is redistributed over different backup paththie destination.

The fact that MPLS FRR mechanisms can support clearly ledfctthan e2e protection
mechanisms can be compared with cars and roads under atitstruFRR resembles unin-
formed car drivers take their usual way and local detourb@atbnstruction site together with
many other uninformed car drivers. They get stuck in a trgdfic since the detour road does
not have enough capacity. If car drivers are warned eany, iehave like e2e protection mech-
anisms and bypass the highway under construction in a wiger. & he traffic on these roads
hardly increases and, therefore, the drivers do not eneoartraffic jam.

4 Summary and Conclusion

A routing mechanisnX is efficient if it can well exploit the network capacity, i.&f it can
transport the traffic matrix while keeping the maximum linkization low. We compared the
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efficiency of the following routing or restoration and prctien switching mechanisms: standard
and optimized single shortest path (SSP, optSSP) and egsiainultipath (ECMP, optECMP)
routing and rerouting, non-confluenting shortest paths§R¥and two versions of optimized
explicit path routing (2-optE2B¢-optE2E), the standard and optimized primary/backup path
concept (NCSP-PB, 2-iISPM), the (integer) self-protectimgltipath k-iISPM), as well as the
default and improved facility and one-to-one backup ogiohMPLS fast reroute (FRR). We
compared their efficiency without protection of any failir@nd for protection of single link
failures, single router failures, and single link and rodtglures. We briefly summarize the
most important findings of our study.

e Without protection, optimized routing is much more effi¢iéiman unoptimized routing.
In comparison to that difference, the difference of the ifficy among the optimized
routing mechanisms (optSSP, optECMP, 2-optB2BptE2E) is rather small although it
is clearly visible.

e With protection, thek-iISPM is the most efficient resilience mechanism followedZby
ISPM, optECMP, and optSSP. The difference among them isfisignt. Standard and
improved MPLS FRR are less efficient than standard SSP gnutin

e In sparse networks, optSSP (re)routing is as efficiekt@stE2E routing and thk-iSPM,
respectively. However, the superiority kfoptE2E and th&-iSPM becomes obvious in
well meshed networks: they are 50% more efficient than op&8®BIR200% more efficient
than standard SSP routing.

e With protection of failures, protection switching and mstion mechanisms can carry
only 60—-80% of the traffic they can transport without faikiréJsually, the protection of
router failures needs more backup capacity than the pioteof link failures unless the
resilience mechanism lacks sufficient distribution of haxkaffic in case of link failures.

We have shown that routing optimization can significantlpiiove the protected and unpro-
tected throughput in a network and that the achievable ingment depends on the resilience
mechanism. Apart from efficiency, there are also other ingmraspects that make routing and
resilience mechanisms attractive. Shortest path routiaghanisms (SSP, ECMP) are very ro-
bust against unplanned and simultaneous multiple failares MPLS FRR mechanisms react
faster than e2e protection or restoration mechanisms.e@ilyy IP FRR mechanisms are under
study, but their standardization is not finalized. We expbat their bandwidth efficiency is
similar to or even worse than the one of the MPLS FRR methadgjumntitative results are not
yet available. Certainly, their introduction will pose netallenging optimization problems.
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