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FIRMS: A Mapping System for Future Internet
Routing

Abstract—The locator/identifier split is a design principle for
new routing architectures that make Internet routing more
scalable. To find the location of a host, it requires a mapping
system that returns appropriate locators in response to maprequests for specific identifiers. In this paper, we propose FIRMS,
a “Future Internet Routing Mapping System”. It is fast, scalable,
reliable, secure, and it is able to relay initial packets. We
introduce its design, show how it deals with partial failures,
explain its security concept, and evaluate its scalability.
Index Terms—Routing, Reliability, Locator/identifier split

I. I NTRODUCTION
Organizations usually receive IP addresses from the IP
number space of their Internet service providers (ISPs). If they
change ISPs, they get addresses from a different IP number
space of their new ISPs. Thus, cumbersome renumbering of
customer equipment is required. Otherwise, if users keep their
IP addresses after the change, their changed attachment point
to the Internet must be reflected in the inter-domain routing
system and BGP needs to update the routing tables worldwide.
This leads to an increased BGP signalling rate, fragmented IP
number space, and increased BGP routing tables.
The locator/identifier (Loc/ID) split principle is expected
to overcome the presented problems and in particular scaling
issues in the Internet [1], [2]. It works as follows: Full
addresses consist of two parts: the ID identifies an endpoint
and the Loc describes its location in the Internet. Applications
know only IDs and send packets to destination IDs. When a
packet is sent to an ID, a mapping system is needed to provide
the corresponding Loc for the ID. The Loc is added to the
packet and used for forwarding the packet in the Internet. The
mapping system must be resilient to outages, secure, and fast
as it is a vital part of an Internet based on the Loc/ID split.
When the location of an ID changes, the mapping system is
updated with the new ID-to-Loc information. Neither endpoint
renumbering nor changes to the routing system are needed to
make the ID reachable at the new location.
A few routing proposals add the Loc at the source node
[3], [4], but many others add it at some intermediate node
[5]–[11]. In the latter case, packets are already on the way
when the Loc information needs to be added. This is a special
challenge when the mapping information is not yet available at
this node. One option is to relay such packets over the mapping
system to the destination. The Domain Name System (DNS)
is a powerful mapping system, but it cannot relay packets.
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In this work, we present FIRMS, a distributed mapping system for future Internet routing. It supports routing architectures
implementing the Loc/ID split. It is fast, scalable, resilient,
secure, and it is able to relay packets.
The paper is organized as follows. In the next section, we
briefly review the Loc/ID split architecture LISP as we use its
nomenclature in the remainder of the paper. Sect. III describes
FIRMS in detail and the Sect. IV presents a rough calculation about the expected load on various system components.
Sect. V concludes this work.
II. BASICS OF LISP
The Loc/ID Separation Protocol (LISP) [5] is a new routing
architecture implementing the Loc/ID split. It is currently
being standardized by the Internet Engineering Task Force
(IETF) [12] and pilot networks already exist. LISP divides
the IP address range into two subsets. Endpoint identifiers
(EIDs) identify end-hosts on a global scale and are used to
forward packets inside LISP domains. LISP domains are edge
networks that are connected via LISP gateways to the core
of the Internet. In the Internet core, only globally routable
addresses are used to forward packets. They are called routing
locators (RLOCs). The communication between LISP nodes
inside the same LISP domain works like in today’s Internet.
However, the communication between LISP nodes in different
LISP domains requires tunnelling. The LISP node in the
source domain addresses a packet to its destination EID. The
packet is forwarded to the LISP gateway which then acts as
an ingress tunnel router (ITR). It queries the mapping system
for the RLOC of the gateway that belongs to the LISP domain
hosting the destination EID given in the packet. The mapping
system returns the desired EID-to-RLOC information to the
ITR which then encapsulates the packet towards the obtained
RLOC and sends it. The ITR stores the mapping in its local
cache to avoid another query for the same EID. The gateway
of the destination LISP domain receives the tunnelled packet
and acts as an egress tunnel router (ETR). It just strips off
the encapsulation header and forwards the packet according to
the destination EID which is routable in the destination LISP
domain. Interworking techniques with the non-LISP Internet
are described in [13].
III. T HE FIRMS A RCHITECTURE
In this section we present FIRMS, a new mapping system for future Internet routing. We describe its architecture,
specify its operation, and discuss its resilience and security
features. We make use of LISP’s nomenclature (EID, RLOC,
ITR, ETR), but FIRMS is also applicable to other routing
approaches that are based on the Loc/ID split.
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A. General Idea
We assume that EIDs are assigned to their owners in prefix
blocks. Fig. 1 illustrates the basic structure and operation of
FIRMS. Each prefix owner provides a map-base (MB) holding
the EID-to-RLOC mappings for all its EIDs. The operation of
the MB may be delegated to a specialized company. A mapbase pointer (MBP) is a data structure containing information
about the MB. The prefix owner registers this information in
the global MBP distribution network which collects all MBPs
and constructs a global MBP table. Each ITR is configured
with a map-resolver (MR). The MR registers at the MBP distribution network and receives a copy of the global MBP table.
When the ITR requires an EID-to-RLOC mapping for an EID,
it sends a map-request to its MR. The MR looks up the address
of the responsible MB in its local copy of the MBP table
and forwards the map-request to that MB. The MB returns
a map-reply containing the desired EID-to-RLOC mapping
to the MR which forwards it to the ITR. If a non-existing
mapping is queried, a negative map-reply is returned. This
design requires that MRs and MBs have globally reachable
RLOC addresses. We present ITRs and MRs as two different
entities because they have different functionality. However, the
MR functionality may be integrated in an ITR which saves
communication overhead and simplifies the design.
B. Map-Base Pointer Distribution Network
We explain how MBPs are distributed from prefix owners
to MRs. We assume that EIDs are assigned in a similar way
as IP addresses are assigned today; many routing proposals
even assume that EIDs are IP addresses. IANA delegates IP
address blocks to the five regional Internet registries (RIRs):
AfriNIC, APNIC, ARIN, LACNIC, and RIPE NCC. They
delegate subsets thereof to local Internet registries (LIRs).
Both RIRs and LIRs partition the address space in prefix
blocks and assign prefixes to organizations (prefix owners).
Every RIR or LIR runs a map-base pointer exchange node
(MBPX). Fig. 2 shows that the MBPX of a LIR (LIRMBPX) is connected to the MBPX of its RIR (RIR-MBPX),
and the RIR-MBPXs are fully meshed. This constitutes the
MBP distribution network. The prefix owner adds, changes, or
removes MBPs for its EID prefixes at the MBPX of its LIR
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or RIR. An LIR-MBPX forwards this data to its superordinate
RIR-MBPX. The RIR-MBPX collects the MBPs for all EID
prefixes under its control and compiles a regional MBP table.
The MBP tables are exchanged among all RIR-MBPXs so
that each of them has a copy of the global MBP table. They
push this information to their subordinate LIR-MBPXs which
forward it to all MRs that have registered for that service.
An involvement of RIRs or LIRs for the support of Internet
services is not uncommon. For instance, RIRs and LIRs play
an active role for reverse DNS lookup.
To facilitate incremental updates to MBP tables, the RIRMBPX collects individual MBP updates from prefix owners
over some time and provides sequentially numbered aggregated updates. It pushes them to the other RIR-MBPXs and its
subordinate LIR-MBPXs. When an RIR-MBPX, LIR-MBPX,
or MR receives such an update, it applies the changes to its
local copy of the MBP table and forwards the updates to all
its subordinate LIR-MBPXs or MRs. The numbering of the
updates contributes to the consistency of all MBP tables. If
an update is received with an unexpected number, missing
updates are detected and their retransmission is requested.
C. Mapping Retrieval
To minimize query overhead, ITRs and MRs have local
caches for EID-to-RLOC mappings. To avoid stale information, mappings are automatically purged from the caches after
their time-to-live has expired. Fig. 3 illustrates how EID-toRLOC mappings are retrieved in combination with caches.
When the ITR requires a mapping, it first checks its cache
and can often retrieve the mapping immediately. In case of a
cache miss, the ITR sends a map-request to the MR.
When the MR receives a map-request from an ITR, it first
searches its cache and, if successful, sends a map-reply back
to the ITR. If unsuccessful, the MR searches its local copy of
the MBP table using a longest prefix match with the requested
EID and selects the appropriate MBP. It chooses a suitable MB
from that MBP and sends a map-request to that MB. The MR
keeps a state for the requested EID so that a map-reply can
later be returned to the requesting ITR. The state is removed
when the MR returns the requested information to the ITR or
when a timer expires.
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When the MB receives a map-request from a MR, it
retrieves the EID-to-RLOC mapping from its database and
sends it back to the MR in a map-reply. The MR stores the
mapping of the map-reply in its cache and sends a map-reply
back to the ITR which also stores the mapping in its cache.
The caches at the ITRs and MRs minimize the retrieval time
for the mappings and reduce the frequency of map-requests.
MD Retrieval
Performance issues of caches
have been discussed in [14].
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We propose several enhancements to improve the speed and
scalability of the mapping retrieval.
• MRs and ITRs should limit the rate of map-requests for
the same
EID
to avoid
outgoing
map-request
storms.
M. Menth,
M. Hartmann,
M. Höfling:
Global Mapping
Service - Architecture
• Every EID may have its own RLOC. If EIDs of a common
prefix block share the same RLOC, their EID-to-RLOC
mappings may be aggregated to a single EID-prefix-toRLOC mapping. On the one hand, this saves storage
in caches and databases. On the other hand, an EIDprefix-to-RLOC mapping covers the RLOCs for many
EIDs. That makes additional map-requests redundant
when the ITR needs a mapping for a new EID that is
already covered by an EID-prefix-to-RLOC mapping in
its cache. Thus, EID-prefix-to-RLOC mappings minimize
the lookup delay and take load off the MR and the MB.
• If an MR serves only a single ITR, the caches of the MR
and the ITR are likely to have the same content so that
advantage cannot be taken from the cache at the MR.
Hence, several ITRs should be configured with the same
MR. Then, the MR may be able to serve an ITR’s maprequest from its cache with EID-to-RLOC mappings that
have been requested earlier by other ITRs.
• Alternatively, the MR functionality may be integrated in
ITRs. This saves communication overhead and simplifies
the overall structure. Then, the MR is mainly an interface
to logically separate ITR and MR functionality within the
same physical node.
D. Packet Relaying
We first outline the motivation for a packet relaying service
and then explain how it can be offered by FIRMS
1) Motivation for Packet Relaying: When an ITR receives
a packet addressed to an outbound EID, it tries to retrieve the
EID-to-RLOC mapping from its local cache and, if successful,
tunnels the packet to the ETR whose RLOC was given in

the mapping. In case of a cache miss, the ITR retrieves the
mapping over the network which is a time-consuming process.
This can happen for the first packet of a communication
session when a new flow to a previously not contacted EID
is established. The arrival rate of such packets is most likely
rather low. In contrast, when traffic is shifted from one ITR to
another, the rate of packets with missing RLOCs can be very
high. This can happen, for example, when the primary ITR
of a networks fails, when the internal routing is changed, or
when load balancing policies change. There are three options
to handle such outbound packets until their mappings are
available in the ITR cache: they can be dropped, stored, or
relayed to another node that knows how to forward them.
When the ITR drops packets, many applications will resend
them, and by then the mapping is hopefully available in
the ITR’s cache. This might work for the first packet of
a communication, but especially this packet can be quite
important, e.g., the initial SYN packet of a TCP connection
setup. Losing the first packet can significantly impede the
communication setup. When a large number of flows is shifted
from another ITR, an immense number of packets is dropped
until a mapping can be retrieved from the MS.
As an alternative, the ITR stores the packet until the
requested mapping returns from the MR. Then, the ITR can
add the RLOC to the packet and send it. This option requires a
3
large
buffer to store such packets. Additional logic is needed to
continue the processing of the packets as soon as the missing
mappings arrive or to drop them when a timer expires. The
buffer may overflow and packets may be lost, especially when
packets arrive at a high rate. This gives rise to potential
attacks where attackers send packets to the ITR with yet
unknown destination EIDs. Thus, this option requires complex
engineering and still cannot avoid packet loss.
Packet relaying to another node that knows how to forward
the packet seems a promising idea because it avoids the
drawbacks of dropping and storing. Therefore, it has been
proposed also for other mapping systems in the LISP context
under the name “data probe” [15]–[17].
2) Packet Relaying in FIRMS: Fig. 4 illustrates how packet
relaying can be realized in FIRMS. Normally, the ITR has the
EID-to-RLOC mapping in its cache and tunnels the packet to
the ETR. In case of a cache miss, the ITR tunnels the packet
to the MR. If the MR finds the required mapping in its cache,
it tunnels the packet to the ETR. Otherwise, the MR tunnels
the packet to the appropriate MB. The MB has the mapping
in its database and tunnels the packet to the ETR. This design
has several nice properties.
• Only the MR and the MB are involved in the relay
process. They are operated by the sender’s network and
the prefix owner or on behalf of the prefix owner so that
these elements have economic incentives to forward the
data. In particular, no elements of public infrastructure
or other private networks are involved. This is different
in other proposals where relayed packets are transmitted
over an overlay network [15]–[17].
• If the MB is collocated with the destination network of
the EID and near the ETR, the path of the relayed packets
is hardly stretched.
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•

Relayed packets can be interpreted as implicit maprequests and save explicit requests. That means, MRs or
MBs not only tunnel the relayed packets to ETRs when
they have appropriate mappings, they also respond with
map-replies. When an ITR relays multiple packets with
the same EID, map-reply storms may occur and measures
should be taken
to avoid
them (see Sect. III-C).
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E. Resilience
Concept

We propose a protection concept for FIRMS based on
simple replication so that the mapping service survives in case
of any component failure. Moreover, additional LISP-specific
resilience methods can also be applied with FIRMS.
1) Protection for FIRMS: RLOCs can become unreachable.
If an edge network is multihomed, it is reachable over alternative RLOCs that also appear in the EID-to-RLOC mappings.
When an ITR detects problems with an RLOC, it marks the
particular RLOC in its cache as unreachable for a while and
uses an alternative RLOC instead.
MRs can fail. ITRs can be configured with multiple MRs.
When an ITR detects the failure of an MR, it marks the MR as
unreachable for a while and contacts another configured MR.
MBs can fail. A prefix owner has multiple MBs with
identical mappings and records their addresses in the MBP.
When an MR detects the failure of an MB, it marks the MB
as temporarily unreachable and contacts an alternative MB
whose address is given in the MR’s local copy of the MBP
table.
MBPXs can fail. As a consequence, MRs do not receive
updates for the MBP table in time. An MR can register with
multiple MBPXs, and if one of them fails, the MR still receives
updates from the other MBPXs.
2) LISP-Specific Protection: The LISP encapsulation
header reserves four bytes as “locator status bits” [12]. These
bits correspond to an ordered list of RLOCs in the EID-toRLOC mapping and indicate which of them are operational.
The prefix owner can change this information at the MBs to
give the ITRs a hint which RLOCs are currently reachable.
In addition, database map-versioning is proposed. EIDto-RLOC mappings are equipped with version numbers to
facilitate detection of outdated information. The ITR adds the

5

In Loc/ID split based routing architectures it is crucial that
EID-to-RLOC mappings are recent and authentic. In FIRMS,
MBs are under the control of prefix owners who must make
sure that their MBs respond with correct mappings for their
EID range. The MR must be able to verify that mappings
arrive from the queried MB and that mappings are unaltered
and recent, e.g., that they are not a replay of an old mapping
entry. We first propose mechanisms which ensure that the MR
can trust the information in its MBP table and then we add
functionality to achieve the other requirements.
Fig. 5 visualizes the security concept of FIRMS. In [18] an
extension to the ITU-T X.509 v3 standard for a public key
infrastructure (PKI) has been proposed that allows to bind
a list of IP prefixes to the subject of a so-called resource
certificate. It is already provided for use by APNIC [19]. We
use it in FIRMS to transfer the right-to-use for IP prefixes
from IANA through the RIRs and LIRs to prefix owners.
Thus, prefix owners can authenticate themselves as the rightful
owners of their EID prefixes. They use this feature for adding,
modifying, or removing EID-to-RLOC mappings at the MBs,
and for adding, modifying or removing MBPs at the MBPX
of the LIRs/RIRs from which they received their EID space.
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When MBP
updates
areGlobalpropagated
from subordinate
MBPXs to superordinate MBPXs, transport layer security
(TLS) [20] or datagram TLS (DTLS) [21] together with
resource certificates ensure that an MBPX can propagate MBP
changes over a secured connection only if it has the the rightto-use for the corresponding EID ranges. The MBPX of an LIR
trusts the MBPX of its RIR or superordinate LIR, and each
MR trusts the MBPXs it is connected to. To receive trusted
MBP updates from them, they just authenticate them and use
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a secured connection for data transport. As a result, the MR
can trust the MBP information in its local MBP table.
A MR must be able to verify whether the mappings obtained
from an MB are authentic and recent. To that end, an additional
PKI for MBs is introduced. The MB includes a time stamp in
the map-reply and signs the map-reply with with its private
key before sending the map-reply to the MR. The public key
of each MB is included in the the corresponding entry of the
global MBP table whereof each MR already stores a local
copy. When the MR receives a map-reply, it uses the MB’s
public key to validate the message to be sure that the contained
mapping is authentic, and checks the time stamp to be sure that
the mapping is recent. The MR can immediately validate the
obtained map-replies without verifying any trust chain which
would generate extra delay and traffic. This was a major design
goal of the FIRMS architecture and ensures that FIRMS is fast
and scalable.
G. Comparison of FIRMS with Other Approaches
LISP assumes that MBs are collocated with ETRs. To make
the LISP specification independent of a specific mapping system, LISP-Map-Server [22] defines a map-resolver interface
for ITRs and a map-server interface for ETRs so that the way
how map-requests find the appropriate MB, i.e. the specific
mapping system, can be exchanged. Currently, LISP+ALT [15]
is the preferred mapping system. It defines a semi-hierarchical
overlay structure over which map-requests from the ITR are
forwarded to the appropriate ETR in an efficient way. LISPDHT [23] uses a distributed hash table for that purpose. The
structure of LISP-TREE [24] is similar to the one of the
DNS system. In [25], we propose a classification of mapping
systems and compare FIRMS with many others in detail.
IV. P ERFORMANCE A NALYSIS
In this section we estimate the expected loads on various
system components in FIRMS and show that they are in a
manageable order of magnitude.
A. Record Sizes
We calculate the size of EID-to-RLOC and MBP records
in FIRMS. We assume that both EIDs and RLOCs have the
same format as IPv6 addresses which are 16 bytes long. Edge
networks can take advantage of multihoming more easily with
Loc/ID split, but being connected to more than 4 ISPs has
only limited benefit [26]. Therefore, we assume that nodes are
usually connected to the Internet over three providers which
results in an average number of three RLOCs per EID-toRLOC record. This record contains additional information like
a time-to-live (5 bytes), some traffic engineering attributes (10
bytes), and a security signature with a timestamp (16+5 bytes)
so that its average size is about 100 bytes.
MBPs consist of an EID prefix (8 bytes), the RLOCs (16
bytes each) and public keys (64 bytes each) of the corresponding MBs, and some additional attributes for traffic engineering
(10 bytes). For resilience and load balancing purposes, each
EID prefix should have two separate highly available MBs so
that we assume two MBs per MBP. This sums up to an average
size of 178 bytes per MBP record.

B. Storage Requirements
We estimate the storage requirements of a MB and for the
MBP table in FIRMS. The current number of prefixes in the
Internet is about n pre f = 106 [27] while the current number of
hosts is about 109 [28]. This leads to an average number of
3
nEIDs
pre f = 10 hosts per prefix. With the Internet of things and
other novel applications, we assume that the number of hosts
(and EIDs) per EID prefix will dramatically increase in the
future. The same holds for the number of EID prefixes.
3
A MB needs to store on average nEIDs
pre f = 10 EID-to-RLOC
mappings (100 Kbyte) today and a multiple of them in the
future. That does not seem a critical value. The MBP table
keeps n pre f = 106 MBP entries (178 Mbyte) and a multiple in
the future. Also that seems feasible.
C. Update and Map-Request Loads
We calculate the update load in a MB and for the MBP
table in FIRMS. The MB provider may be independent of
the ISP of a network. In that case, a customer may change
its ISP while keeping its MB provider. Thus, the validity of a
MBP can outlast the contract between a customer network and
an ISP. A recent study showed that only 32 percent of small
and medium companies changed their provider in 2008 [29].
Thus, we assume that prefix owners change their MBPs every
3 years which also includes key updates for the MBs. With
106 prefixes, this leads to an average update rate for MBPs
of 38 prefixes or 6.77 Kbytes per hour. Also a much larger
multiple seems quite feasible in particular as MBP updates are
aggregated and not sent individually as this rough calculation
assumes. RIRs have between 1000 and 6500 subordinate LIRs.
Hence, they need to push 1.05 Gbytes daily towards their LIRs.
This is a large amount of data but breaks down to a continuous
upload rate of 12.2 Kbytes/s so that even a large multiple is
feasible.
EID-to-RLOC mappings are less stable when nodes become
increasingly mobile. We assume that an EID changes its
mapping once a month. This is rather an average over all nodes
than a typical value since some devices are significantly more
mobile than others. A MB in FIRMS which is responsible
for a single EID prefix with 103 EID-to-RLOC mappings
encounters 33 updates per day. This is more than feasible even
if a MB stores the mappings for multiple EID prefixes and if
the number of EID is orders of magnitude larger.
With FIRMS, the worldwide request load is not problematic
since a MR handles only the load originating at an ITR and
the MB handles only the request load for a single or a few
EID prefixes.
D. Resolution Delay
The resolution delay with FIRMS is rather small. The
mappings for most packets are available in the local cache. In
case of a cache miss, the MR of the source network queries the
MB which should be located in a well accessible place in the
Internet. When the map-reply returns, the MR can immediately
validate the authenticity of the received data and forward it to
the ITR for further use. Thus, FIRMS is rather fast as the
resolution delay consists essentially of round trip time to the
MB, assuming that local operations are fast.
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V. C ONCLUSION
New routing architectures implementing the Loc/ID split
have been proposed for the Internet. In many of them, an
intermediate node queries a mapping system for ID-to-Loc
mappings. We have presented FIRMS for that purpose. It
includes security and resilience features and can relay packets
when intermediate nodes encounter cache misses for required
ID-to-Loc mappings. Our performance analysis showed that
storage requirements, update loads, and resolution delays for
FIRMS are manageable. We have implemented a proof-ofconcept for FIRMS in the G-Lab experimental facility and
demonstrated its operation [30].
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