Towards the Future Internet
A Survey of Challenges and Solutions in Research and Standardization

)
Stream Control Transmission Protocol (SCTP) 22

B Features of IPv6 B Features of the SCTP Transport Protocol:

— Simple header for efficient processing — Reliable Erdpaint A Endpolri®
— Sufficient number of addresses -> better distribution for efficient routing — Connection-oriented — Gookie
— Flow Label for easy flow identification -> Quality of Service - Message-oriented

— Built-in security: IPsec is mandatory
B Challenges for Upper Layers:

Cookie
Authentication

B Security:

COOCKIE ACK

Association Setup

\[ ]\)
(/[ INIT ACK ]’/ Generation
\[ COOKIE ECHO ]\)

4/[ f/

v

— 4-way handshake

Association Established v

Time Time

— Support for IPv6 and IPv4 (dual-stack) -> Migration Path — Immune against flooding attacks

Endpoint A Endpoint B

— Handling of multiple addresses -> Multi-Homing B Path Redundancy by Multi-Homing

— Handling of prefix changes -> Mobility — 1 association, n paths g <€ SCTP Association > e )
& oy :
B Deployment: ~ Still works if up to n-1 paths break c LA
— Supported by all major operating systems — Path monitoring by heartbeats Z i etwork
=

— Usable via tunnelling over IPv4, some providers already provide it directly! — Fine-granular configuration

a _ — Per-association congestion control ndpaniA e L it

Flow Routlng B Multi-Streaming g E E
m Key Assumption of Classical Internet Routing: _ Up to 65,536 streams via single association § f@g @“ f@@s[%p @~
— Router memory is scarce and expensive => Stateless Packet Routing — Useful e.qg. for VolP/multimedia trunks ?Z'; /\/\
— ... but recent hardware is powerful and memory inexpensive! — No head-of-line blocking E LA 5 A ]3 B

B New Approach: Flow Routing! m Optional Extensions L)[A\A]—[AA]—[AAA\

Output Butfer

— Per-flow state for routing T oseel e [ | [ Packet Handing Internet — Add-IP - Add/remove network addresses during association runtime
— May be used for QoS mechanisms m Support for IPv6 prefix changes
m Our Idea for a Simple QoS Mechanism: bicy e dust IFIW Upgrade IPv4-only -> IPv4/IPv6 -> IPv6 only — without interrupting associations!
L Ol s handlive wisEa e o (Addmm) o Em"“’“ m Support fo.r mobile endpoints - o | .
———] Banawith — PR-SCTP - Timeout for retransmission (similar to UDP, but with congestion control!)

m Focus packet discard on “selected flows”
m Full quality for all other flows!
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