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Background Background 
-- current P2P servicescurrent P2P services
P2P services such as Gnutella, Skype are widely used

VoIP, File shareing, Group ware, etc.
Implemented with their original protocols for P2P 
communication.

General P2P platform which can be used for various 
applications

JXTA (SUN)

Current P2P applications are designed for using on the 
internet

Depend on IP network
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MotivationMotivation

Design a general P2P network architecture and protocols
Realize communication environment where various devices 
interconnect via various networks
Independent of  P2P applications 

Design a general P2P network architecture and protocols
Realize communication environment where various devices 
interconnect via various networks
Independent of  P2P applications 

Internet

Ad-hoc
network

Home
network Mobile

network

Sensor
network

Private Area
network
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InternetInternet
AdAd--hochoc
networknetwork

HomeHome
networknetwork MobileMobile

networknetwork

Ubiquitous network environment

Groupware
Home networkFile Sharing

P2P Networking PlatformP2P Networking PlatformP2P Networking Platform

Push service

P2P Application

P2P Protocol
Middleware

Middleware API

P2P APP2P AP P2P APP2P AP

TCP/IPTCP/IP Bluetooth
(L2CAP)

Bluetooth
(L2CAP)

・・
・

Mobile PhoneMobile Phone PDAPDA SensorSensor

・・
・

・・
・

P2P Application

P2P 
Platform

Transport network

Devices

Our Approach Our Approach 
～～P2P platformP2P platform

Apply PeerApply Peer--toto--Peer communication to link heterogeneous Peer communication to link heterogeneous 
network environments.network environments.

Realize Seamless connection between Realize Seamless connection between various devices via devices via 
various networks various networks 
Independent of applicationsIndependent of applications
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P2P PlatformP2P Platform
-- Architecture OverviewArchitecture Overview

Control NodeControl Node

Gateway NodeGateway Node
Peer NodePeer Node

Gateway NodeGateway Node

Gateway NodeGateway Node
Peer NodePeer Node

Peer NodePeer Node

Hybrid P2P NetworkHybrid P2P Network

Pure P2P NetworkPure P2P Network

Pure P2P NetworkPure P2P Network

Pure P2P NetworkPure P2P Network

Hybrid P2P Network

This network can efficiently manage large P2P 
network such as P2P system over the Internet.

Pure P2P Network

This network is suitable for dynamic 
environment such as ad-hoc P2P 
system.

Peer Node

These are independent 
communication entities. We assume 
that they are Mobile Phone, PDA 
and PC, Server and so on.

Control Node

This is a management entity which has 
following functions.
-Authentication of Peer Node
-Management of network topology
-Management of Routing

Gateway Node

This is a connection entity between Pure 
P2P Network and Hybrid P2P Network.
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Purpose of this studyPurpose of this study

Apply our P2P platform to mobile phones
Design P2P protocol for mobile phone
Feasibility study by implementing the 
protocol on a mobile phone

InternetInternet Wireless AdWireless Ad--hoc Networkhoc Network

Mobile NetworkMobile Network
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Communication with Communication with 
Mobile phoneMobile phone

Communication over mobile networks
Most mobile phones supports only HTTP 
to access the Internet

Local communication
Bluetooth, IrDA, W-LAN, etc.
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Mobile phone supportMobile phone support
-- over mobile networksover mobile networks

Control Node

Gateway Node
Peer Node

Gateway Node

Peer Node

Peer Node
Hybrid P2P Network

Pure P2P Network Pure P2P Network

Mobile Proxy

Mobile Phone
Simple P2P 

protocol /HTTP

Join the P2P network by way of proxy server

Internet Ad-hoc
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Support mobile phoneSupport mobile phone
-- local communication local communication 

Control Node

Gateway Node
Peer Node

Gateway Node

Peer Node

Peer Node
Hybrid P2P Network

Pure P2P Network Pure P2P Network
Mobile Phone

communication on an ad-hoc environment
P2P communication between mobile phones
Communicate seamlessly across various networks

Internet
Ad-hoc
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Protocol designProtocol design
-- Requirements for mobile phoneRequirements for mobile phone

Define simple profile of the P2P platform by 
Extract minimum functions
Classify the protocol functions as option or 
mandatory
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Network
IP

TCP Non-IP
e.g. IEEE1394 / Bluetooth(L2CAP)

P2P core protocol

Middleware API

P2P application P2P application

P2P system protocols
P2P

Basic
Commu
nication
Protocol

P2P
Multicast 
Commu
nication
Protocol

P2P 
Basic 

Service
Protocol

P2P 
Multicast 
Service 
Protocol

P2P 
Control 
Messag

e 
Protocol

P2P
Application 

protocol

P2P
Application 

protocol
・・・

・・
・

P2P Platform for mobile P2P Platform for mobile 
phonephone : Mandatory

: Option
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P2P Core Protocol P2P Core Protocol 
(mandatory)(mandatory)

P2P Node naming
Uniqueness, network independent, privacy, 
etc.

P2P Routing
Source routing using node name

Communication type
unicast, multicast, broadcast

Message type
Advertise, Request/Response
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P2P System protocolsP2P System protocols
(mandatory)(mandatory)

P2P session management
establish P2P session between nodes
Resource exchange

P2P control message
Node discovery (fist peer discovery)
Error report
Diagnose network topology
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P2P System protocolsP2P System protocols
(Option)(Option)
P2P multicast

join or leave multicast groups
Forward messages among a multicast group

P2P Security
Node authentication 
Signature
Message encryption 

Service Protocol 
Network Control on hybrid P2P networks 
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Message sequenceMessage sequence
Node A Node B Node C

Look for First
Peer Node

Establish
P2P Session

Exchanging 
Resource 

Information

Lookfor
Lookfor

Response

Hello

HelloResponse

Peer-to-Peer Connection Establishment

Resource
Information

Advertisement
Resource

Information
Advertisement
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Message exampleMessage example
-- access via Proxyaccess via Proxy

The parameters of P2P protocol is converted to simple text 
format
Embedded on the body of HTTP protocol 

P2PFRM 92
Source:（node ID of the cellular phone ）
MulticastGroupID:（destination multicast group ID）
ApplicationURI:http://www.mml.yrp.nttdocomo.co.jp/
ED/2003/03/p2p_instantmsg_app
InstantMessage
UserMessage: Hello!
FRMEND 

P2PFRM 92
Source:（node ID of the cellular phone ）
MulticastGroupID:（destination multicast group ID）
ApplicationURI:http://www.mml.yrp.nttdocomo.co.jp/
ED/2003/03/p2p_instantmsg_app
InstantMessage
UserMessage: Hello!
FRMEND 
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Message exampleMessage example
-- adad--hochoc

<Core xmlns=”Namespace of P2P Core Protocol”>
<MsgType>Request</MsgType>
<MsgID>12345.2002-12-20T16:15:32Z@968742ab-f9bb-

4305-9900-f98e56f12352</MsgID>
<Destination>

<Target>874542ab-a5c6-4305-8745-f98e56f12547</Target>
</Destination>
<Source>968742ab-f9bb-4305-9900-f98e56f12352</Source>
<ComType>Unicast</ComType>
<MsgBody protocol=”Namespace of P2P Communication Protocol”>

<Hello xmlns=”Namespace of P2P Communication Protocol”>
<Mode>Hybrid</Mode>
<RequestedCapability>

<ExtendedProtocol ID=1>MulticastCommunication</ExtendedProtocol>
<ExtendedProtocol ID=2>MulticastService</ExtendedProtocol>

<RequestedCapability>
</Hello>

</MsgBody>
</Core> 

P2P 
Core 

Protocol 
Paramet

ers

P2P 
System 
Protocol 
Paramet

ers



19

ImplementationImplementation

Bluetooth
Establish Bluetooth communication link with 
each mobile phones

P2P Network
Construct application layer network

P2P connection

P2Pnode
(PANU)

P2Pnode
(PANU)

P2Pnode
(PANU)

P2Pnode
(GN)

Bluetooth

Bluetooth connection
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ImplementationImplementation
-- software architecturesoftware architecture
Implemented P2P protocol and application as a 
JAVA application on a mobile phone

Use Bluetooth interface of Mobile phone

Implemented 
software

KVM/CLDC

CLDC1.0+DoJa2.0 Bluetooth PAN module

i-Appli (JAVA Application)

P2P Application (Instant Message)

CLDC1.0+Doja2.0 API Java API for Bluetooth

P2P Node
manager P2P Protocol

Adapter for Bluetooth PAN
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ImplementationImplementation
-- User InterfaceUser Interface

Instant 
Message 
application

Presence 
service
Messaging 
service

Supports 
Broadcast/ 
Unicast
message
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Mobile Phone 2 
(GN)

Mobile Phone 3
(PANU)

Mobile Phone 1
(PANU)

Establish P2P 
session

Start Application
connected

Resource Information
Resource Information

Connect Bluetooth

Hello

Hello Response

Lookfor

Lookfor Response

Message sequence Message sequence (1/2)(1/2)

10 sec
5 sec

5 sec
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Mobile Phone 2 
(GN)

Mobile Phone 3
(PANU)

Mobile Phone 1
(PANU)

Application
messages

Stop
Application

Presence information
(Broadcast)

Message sequence Message sequence (2/2)(2/2)

Presence information

Close Bluetooth connection

Presence information (leaved)

Bye

Instant message

0.5 sec



24

ConclusionConclusion

Designed P2P protocol for mobile phones
Provide general P2P communication environment 
over the Heterogeneous Networks

Implemented the P2P protocol and a P2P 
application on mobile phones

Nest step
Improve the performance
Realize security functions
Other applications for mobile phones

Home network application, sensor network 
application etc.
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endend

Thank you very much for your attention
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Message transfer between Message transfer between 
PCs and mobile phones PCs and mobile phones 

Supported Broadcast/ Unicast Message

Mobile 
Phone 1

Mobile 
Phone 2

P2P 
node1

Unsupported Unicast Message
(e.g. Multicast group join)

Unsupported
message

Supported
messages

P2P 
node2

Error message

Unsuported Broadcast Message

Supported Broadcast/ Unicast Message

Discard



27

P2P Communication P2P Communication 
modelmodel

Data
Data

Data
Data

Data

Data

Data
Data

Data

Data

Relay &
Consumer

Data
Producer

Relay &
Consumer

Relay &
Consumer

Query

DB

DB

DB

DB

DB

DB

DB DB

DB

DB

Query

Query

Query

Query

Query

QueryResponse

Consumer

ProducerRelay

Relay

Distributed Search ApplicationDistributed Search Application Application Layer MulticastApplication Layer Multicast

ProducerProducerProducer RelayRelayRelay ConsumerConsumerConsumer

Proactive Commutation modeReactive Commutation mode

AdvertiseAdvertise AdvertiseAdvertise
RequestRequest RequestRequest

ResponseResponse ResponseResponse

ArchitectureArchitecture
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RoutingRouting

Node ID based source routing
Discover route to destination using P2P 
broadcast

A B

C

D

YYY.YYY.YYY.YYY

Address

TCP

Protocol

B

Node ID

YYY.YYY.YYY.YYY

Address

TCP

Protocol

B

Node ID

NNNNNNNNIEEE1394D

zz:zz:zz:zz:zz:zzBluetooth( L2CAP)C

XXX.XXX.XXX.XXX

Address

TCP

Protocol

A

Node ID

NNNNNNNNIEEE1394D

zz:zz:zz:zz:zz:zzBluetooth( L2CAP)C

XXX.XXX.XXX.XXX

Address

TCP

Protocol

A

Node ID

MMMMMMMM

Address

IEEE1394

Protocol

B

Node ID

MMMMMMMM

Address

IEEE1394

Protocol

B

Node ID

P2P Message
Route：A- >B- >D

Address resolution

Source node

TCP/ IP

Destination node

uu:uu:uu:uu:uu:uu

Address

Bluetooth( L2CAP)

Protocol

B

Node ID

uu:uu:uu:uu:uu:uu

Address

Bluetooth( L2CAP)

Protocol

B

Node ID

Bluetooth( L2CAP)

IEEE1394

( 1)  Broadcast to discover 
a destination node

( 2) A reply message 
from a destination node

( 3) Send a P2P message by 
source routing based on node ID

Mapping table of Node A

Mapping table of Node B

Mapping table of Node D

Mapping table of Node C

Address resolution

ArchitectureArchitecture
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Internet

  

Home Gateway

 

Mobile Proxy

Mobile Phone
(i-appli)

P2P Node

Mobile Phone with Bluetooth
(i-appli)

ECHONET Proxy

 

:P2P Node

Mobile Phone Proxy

ECHONET

IEEE1394 Network

Lamp/AirConditioner /Refrigerator
Procy

VCR

Tuner

P2P Network

Tuner/VCR
Proxy

Prototype ImplementationPrototype Implementation
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Example of P2P applicationsExample of P2P applications

Message 
Exchange
(Instant message, 

chat)
Content Exchange
(content search 

using metadata)
Game
Home Appliance 
control
Streaming

Local 
communication
Bluetooth

P2P Protocol 
between mobile 
phones

P2P Protocol between 
mobile phones and 
peripheral devices


