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    My research interests include the following topics:
	Measurement and analysis of applications at network layer
	Quality of Service determination of application
	Monitoring and evaluation of Live and On-demand streaming behavior
	Machine-Learning approaches to detect application Quality of Service at network layer
	Performance evaluation and modeling of sensor networks and smart home devices
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                                LoRaWAN is one of the most prominent low power wide area network technologies. It offers long transmission distances with little energy consumption. The drawback is potential message collision. For that reason, recent literature discusses different alternatives to the currently used random channel access suffering from many message collisions and evaluates improvement possibilities. This is of major interest for network operators to future-proof LoRaWAN quality. One approach to reduce collision probability is cell size management via intelligent gateway placement. For that reason, this work presents an exhaustive study for k-means based clustering to distribute gateways. Different network quality metrics, namely full coverage for all sensors, collision probability, and energy efficiency, are evaluated. Thus, the contribution is a simple and scalable gateway placement approach for LoRaWAN. The performance evaluation shows a trade-off between placed gateways and energy efficiency. Furthermore, with reasonable runtime for large-scale networks, the clustering based approach is a viable solution for future network pre-planning or even final placement.
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                                Today, video streaming is responsible for about 50 % of all Internet traffic worldwide. To cope with this massive amount of video streaming data, a major concern of network providers is the development of efficient traffic monitoring and management techniques. However, fast and efficient monitoring which leads to intelligent management decisions is becoming highly resource intense and complex, due to the steady increase of the number of streamed videos and the quality of the streamed content. Considering HTTP adaptive streaming applications, we present a simple machine learning free, uplink request based approach to estimate drops in the video playback buffer. These drops are the first indicator leading to quality impairment events like downwards quality changes or stalling. With our approach, instead of analyzing thousands of encrypted packets in the network, we only need to consider one single packet every 5 s - 10 s on average, depending on the video chunk size and independently of the played resolution. Nevertheless, we are able to detect nearly all stalling events or consider a trade-off between stalling detection recall and false positives. Our approach can be implemented completely moving average based, thus not requiring any parameter setup or other expert knowledge. Due to its simplicity, it can be deployed on any access point to collect streaming quality information that is useful for active network management and intelligent resource provisioning but also in a data center to analyze a massive number of parallel video flows
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                                Video streaming generates most network traffic in today’s Internet. For that reason, video on demand streaming is researched heavily in recent years, and many traffic monitoring mechanisms, flow and stream models, and models to predict the user perceived quality are well established. However, the quickly growing live streaming sector is not considered in these Quality of Experience models and not even the relation between network traffic and playback quality has been studied so far, forming a gap in literature. For that reason, we investigate Twitch.tv streaming as one of the largest live streaming platforms based on a large dataset and investigate the possibility to predict live streaming quality based on uplink request information. We apply approaches that are well studied for on demand streaming to predict quality changes, playback quality, and video interruption events as the most important metrics impairing user perceived quality. In this context, we answer whether these models are suitable for live streaming, if small changes are sufficient for satisfactory prediction results, or if fundamental changes and new models are required.
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                                Low Power Wide Area Networks with Long Range Wide Area Networks (LoRaWANs) as one of their most prominent representatives are promising solutions for future Internet of Things deployments. The technology is characterized by low energy requirements leading to long battery lifetimes. However, the drawbacks are limited throughput rates and the unreliable nature of the LoRa technology. Specifically its random channel access approach leads to significant message collisions and thus, data loss in larger deployments. From a network planning point of view, the reduction of potentially colliding messages at the frequency bands in combination with limiting the transmission duration of messages is a promising approach. For that reason, we present a novel graph-based gateway placement approach. We show that our approach performs similar to state-of-the-art related work in the worst case and reduces the required number of gateways by up to 40% while reducing the collision probability by up to 70%. Furthermore, we overcome the challenge of scalability of our approach when placing gateways in very large networks. By splitting the problem into smaller problem instances by pre-clustering, we can solve arbitrarily large instances efficiently without a significant increase in number of required gateways in real networks.

                            

                            
                                @article{info3-article-2023-6,
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%X Low Power Wide Area Networks with Long Range Wide Area Networks (LoRaWANs) as one of their most prominent representatives are promising solutions for future Internet of Things deployments. The technology is characterized by low energy requirements leading to long battery lifetimes. However, the drawbacks are limited throughput rates and the unreliable nature of the LoRa technology. Specifically its random channel access approach leads to significant message collisions and thus, data loss in larger deployments. From a network planning point of view, the reduction of potentially colliding messages at the frequency bands in combination with limiting the transmission duration of messages is a promising approach. For that reason, we present a novel graph-based gateway placement approach. We show that our approach performs similar to state-of-the-art related work in the worst case and reduces the required number of gateways by up to 40% while reducing the collision probability by up to 70%. Furthermore, we overcome the challenge of scalability of our approach when placing gateways in very large networks. By splitting the problem into smaller problem instances by pre-clustering, we can solve arbitrarily large instances efficiently without a significant increase in number of required gateways in real networks.
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                                Network operators have increased interest in understanding and quantifying the user perceived quality of experience (QoE). Appropriate QoE models allow mapping of measurable QoS parameters to QoE metrics like mean opinion scores (MOS) or poor-or-worse (PoW) ratios. Unfortunately, there are no QoE models for all applications available yet, and development and standardization is rather time-consuming. For that reason, industry often implements simple but effective approaches based on expert knowledge to get a user experience index able to deliver high value insights. This index is often defined based on thresholds of measurable QoS parameters to classify the resulting user experience. The question arises whether such a threshold-based user experience index can properly estimate the QoE in a system. We therefore answer in this work whether the user experience index is able to quantify the expected QoE in a system and if other QoE metrics like PoW ratios can be derived. Furthermore, we discuss the interpretation and the limits of the index. As a key contribution, we present a detailed systematic analysis of the threshold-based QoE concept and discuss its usability as QoE estimation methodology for industry.
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                                Serverless computing is a new cloud computing execution model. It offers little operational and administrative overhead, function activation on-demand, and significantly reduced resource consumption. For that reason, it is studied heavily in recent literature by means of handling incoming traffic, applicability for different tasks, and overall performance. Especially the introduction of states, where functionality is kept in CPU or memory can improve performance significantly. However, an in-depth analysis of the resource demand by among others, CPU and memory usage, latency, and energy consumption is still a blank spot in literature. To this end, we propose a serverless lifecycle model with intermediate states and deploy an image processing test setup in the edge cloud to test it. Furthermore, we measure important resource metrics of all states and state transitions of the model. This helps us to answer the question, whether keeping functions available in specific states of a serverless computing instance can improve performance without massive negative influence on the resource requirements.
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                                Online video games and cloud gaming are rapidly growing in pervasiveness. Their resource demands can put significant stress on the global communication infrastructure. And network conditions are amongst the chief factors that influence one's enjoyment while playing games. This makes it imperative for video games to be considered for network dimensioning, server placement or protocol development. For that reason, in this work we provide an introduction to the technical aspects of video games in general and of their network aspects in particular. This understanding forms the basis for a rich taxonomy of factors that influence and provide context to a video game's Quality of Service (QoS) and Quality of Experience (QoE). The taxonomy covers influence factors from all aspects involved in a video game, from the subjective player and game influence factors to the system and networking influence factors. Finally, this work gives an overview of conducted and ongoing research as well as future research opportunities while taking into account lessons learned from past approaches.
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                                The Long Range Wide Area Network (LoRaWAN) is one of the fastest growing Internet of Things (IoT) access protocols. It operates in the license free 868 MHz band and gives everyone the possibility to create their own small sensor networks. The drawback of this technology is often unscheduled or random channel access, which leads to message collisions and potential data loss. For that reason, recent literature studies alternative approaches for LoRaWAN channel access. In this work, state-of-the-art random channel access is compared with alternative approaches from the litera- ture by means of collision probability. Furthermore, a time scheduled channel access methodology is presented to completely avoid collisions in LoRaWAN. For this approach, an exhaustive simulation study was conducted and the performance was evaluated with random access cross-traffic. In a general theoretical analysis the limits of the time scheduled approach are discussed to comply with duty cycle regulations in LoRaWAN.
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                                The development and adoption speed of new Internet of Things (IoT) devices and applications is constantly increasing. In particular in mobile networks, however, constant connectivity for all newly developed, globally spread, and occasionally geographically mobile devices is challenging. While the main business of current network operators is in particular, not to roam these new device generation between different networks, whereas new so-called Mobile Virtual Network Operators (MVNOs) arise with exactly this business case. They use already available Radio Access Networks and deploy SIM cards that are able to establish data connection everywhere on the basis of international roaming agreements. However, because of the complex interconnection of different systems, additional challenges arise. Outages in one network component might impact the whole system. In this work, we study these signaling anomalies called incidents based on a dataset received from a global MVNO. The goal of this work is to determine traffic characteristics during these incidents towards a better understanding of signaling traffic in IoT networks. Thus, this work can be seen as a fundamental basis to help operators in a characterization, and in particular prediction and avoidance of signaling incidents.
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                                Future Internet of Things deployments generate a multitude of new challenges and opportunities. While 5G networks promise massive throughput rates with ultra low delays, many verticals in the areas of Industry 4.0, Smart City, or Smart Agriculture only transmit tiny amounts of data and instead demand high energy efficiency. This is addressed by access technologies like Low Power Wide Area Networks being com- plementary to high performance 5G networks. Especially Long Range Wide Area Network (LoRaWAN) promises transmissions across long distances with low energy requirements with the drawback of unreliable transmission due to potential message collisions through random channel access. For that reason, a broad parameter study simulation for LoRaWAN channel access with slotted Aloha is presented for real world scenarios and influences like clock drifts or cross traffic. The key impact factors of this channel access approach are studied with focus on the collision probability in various scenarios and simulation results are compared to the current state of the art. The contribution of this work are guidelines for parameter settings in a LoRaWAN with slotted Aloha channel access and performance comparisons for different settings. This information is crucial to scale and operate future LoRaWANs.
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                                Around 4.9 billion Internet users worldwide watch billions of hours of online video every day. As a result, streaming is by far the predominant type of traffic in communication networks. According to Google statistics, three out of five video views come from mobile devices. Thus, in view of the continuous technological advances in end devices and increasing mobile use, datasets for mobile streaming are indispensable in research but only sparsely dealt with in literature so far. With this public dataset, we provide 1,081 hours of time-synchronous video measurements at network, transport, and application layer with the native YouTube streaming client on mobile devices. The dataset includes 80 network scenarios with 171 different individual bandwidth settings measured in 5,181 runs with limited bandwidth, 1,939 runs with emulated 3 G/4 G traces, and 4,022 runs with pre-defined bandwidth changes. This corresponds to 332 GB video payload. We present the most relevant quality indicators for scientific use, i.e., initial playback delay, streaming video quality, adaptive video quality changes, video rebuffering events, and streaming phases.
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                                Low Power Wide Area Networks with Long Range Wide Area Networks (LoRaWANs) as one of their most prominent representatives are very promising solutions for future Internet of Things deployments. The technology is characterized by low energy requirements leading to long battery lifetimes. However, the drawback is very limited throughput rates. However, the unreliable nature of the LoRa technology is hindering the adoption. Especially its random channel access approach leads to significant message collisions and thus, data loss in larger deployments. From a network planning point of view, one possibility to deal with collisions is the reduction of potentially colliding messages at the frequency bands in combination with limiting the transmission duration of messages. For that reason, we present a novel graph-based gateway placement approach. The main focus is collision probability reduction, which directly increases reliability in LoRaWAN deployments. We show that our approach performs similar to state-of-the-art related work in the worst case and reduces the required number of gateways by up to 40% while reducing the collision probability by up to 70%. Furthermore, we discuss the scalability of our approach to cover arbitrarily large networks with gateways and only little overhead by splitting the problem into smaller sub-problems.
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                                The recent rise of the Internet of Things (IoT) has given way to numerous challenges and research questions. One of the most critical issues in the area of low powered devices is the question of energy efficiency. Here, technologies like LoRa or Zigbee emerged, promising low power consumption while maintaining adequate performance. However, even when using these tailor made technologies, several configuration aspects need to be taken into account to provide high performance, energy efficient operation. To this end, we propose a generic model to compute the energy efficiency of wireless sensors under the assumption of perfect CSMA/CA channel access. We present numerical results for a typical LoRa device and highlight extensions towards other channel access mechanisms. Finally, we apply Kleinrock's power metric to obtain ideal system configurations for varying load parameters.
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                                The goal in this work is to present a guidance for LoRaWAN planning to improve overall reliability for message transmissions and scalability. At the end, the cost component is discussed. Therefore, a five step approach is presented that helps to plan a LoRaWAN deployment step by step: Based on the device locations, an initial gateway placement is suggested followed by in-depth frequency and channel access planning. After an initial planning phase, updates for channel access and the initial gateway planning is suggested that should also be done periodically during network operation. Since current gateway placement approaches are only studied with random channel access, there is a lot of potential in the cell planning phase. Furthermore, the performance of different channel access approaches is highly related on network load, and thus cell size and sensor density. Last, the influence of different cell planning ideas on expected costs are discussed.
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                                LoRaWAN is one of the most promising Internet of Things technologies with regard to low energy consumption. However, the currently used random channel access has much potential for improvement. Thus, current literature studies alternative channel access approaches, but the energy consumption is often not taken into consideration. For that reason, we present a generic model to quantify energy consumption in LoRaWAN for different channel access mechanisms based on a state machine. With our model, we can describe the energy consumption for specific access mechanisms or for the complete network. Our model shows that random access only performs best if no additional receive windows are opened. A simple improvement is Listen before Talk. For networks with high load, improvements are achieved by a more complex scheduled MAC. Our model serves as a basis for future energy consumption studies, conducted through measurements or simulations.
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                                The adaptation of Internet of Things in our everyday life shows different new demands and challenges. One of the fastest growing technologies in this context are Low Power Wide Area Networks with LoRaWAN as one of their most prominent representatives. The promise of this technology is to transmit sensor data over large distances with very little energy consumption. But transmission behavior, and especially overhead and collision probability, must be studied in detail to improve transmission quality and energy consumption due to the random access nature of LoRaWAN. Because of that, this work investigates the LoRaWAN channel capacity by analyzing the transmission overhead, the collision probability, and the data loss. At the end, an energy consumption comparison is done. The contribution is a novel approach based on aggregation and retransmission that shows a decreased data loss of up to 20% compared to the currently used random channel access.
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                                Many exciting applications are currently emerging due to the use of technology from the Internet of Things (IoT) in Smart Cities. In recent years, Long Range Wide Area Networks (LoRaWANs) have become one of the main technologies in this field due to long distance coverage, low power consumption sensors, and economic reasons. So far, LoRaWANs have been planned and deployed mainly with the aim of minimizing the number of gateways, while still providing coverage in a geographic area. Packet collisions and future traffic have not been considered. In contrast, we present a gateway placement strategy that is robust against an increase in the number of sensors and in the network load. To this end, we modify an existing local search algorithm for a geometric set cover problem such that it takes the capacities of gateways into account. If we set these capacities below the maximum, the network can accommodate additional sensors in the future. Moreover, our algorithm can extend the initial placement once the capacities are exhausted.
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                                Long Range Wide Area Network (LoRaWAN) is one of the fastest growing Internet of Things (IoT) access network solutions. One major challenge in current LoRaWAN planning is message collision due to the random channel access. To study the collision behavior in LoRaWAN, we present LoRaPlan in this demonstration. LoRaPlan is a software to evaluate gateway placement decisions by studying the collision probability. Therefore, sensor and gateway locations can be imported to create a LoRaWAN. Furthermore, existing networks can be extended by additional gateways. Based on this setup, network coverage, network quality with regard to the number of sensors a single gateway has to manage, and also transmission quality and collision probabilities can be studied. In this demonstration, first the process of network creation with gateway and sensor import and additional manual gateway placement in LoRaPlan is presented. Different adjustable parameters are shown and the influence on network coverage and collision probability is discussed. At the end of this demonstration, it is possible for the audience to place their own gateways and evaluate own placements by means of collision probability and the coverage.
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                                The application area of smart speakers is steadily increasing with the Amazon Echo family and Google Home being brand leaders. Use cases include, among others, updating the calendar, home automation, or simply assisting users in their every day life. With the increasing amount of devices, the traffic generation and requesting process becomes a relevant subject to be studied in order to create traffic models and predict the impact on networks by these types of devices. Furthermore, with a detailed understanding of the devices, service quality can be monitored and improved for the end user. For that reason, in this work the requesting and traffic generation process of the Amazon Echo Dot and Google Home are studied and the generated network load of both devices is compared. With the insights of this study and additional device usage statistics, detailed traffic and usage models can be created.
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                                Streaming video is responsible for the bulk of Internet traffic these days. For this reason, Internet providers and network operators try to make predictions and assessments about the streaming quality for an end user. Current monitoring solutions are based on a variety of different machine learning approaches. The challenge for providers and operators nowadays is that existing approaches require large amounts of data. In this work, the most relevant quality of experience metrics, i.e., the initial playback delay, the video streaming quality, video quality changes, and video rebuffering events, are examined using a voluminous data set of more than 13,000 YouTube video streaming runs that were collected with the native YouTube mobile app. Three Machine Learning models are developed and compared to estimate playback behavior based on uplink request information. The main focus has been on developing a lightweight approach using as few features and as little data as possible, while maintaining state-of-the-art performance.
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                                Today’s traffic projections speak of almost 58 % video traffic across the Internet. Nearly all video traffic is encrypted, accounting for more than 50 % encrypted traffic worldwide. To analyze video traffic today, or even estimate its quality in the network, a deep look into the traffic characteristics has to be done. But then, important quality metrics from the traffic behavior can be derived. Based on extensive measurements we show in this work how to measure and estimate video stalls for mobile adaptive streaming. The underlying dataset includes more than 900 hours of video footage from the native YouTube app, measured over 18 different videos in 56 network scenarios in two cities in Europe. We outline a possible approach to estimate the video playback buffer size based on uplink video chunk requests in real-time to break down the video stalls. This work is intended as a tool for network operators to receive further knowledge of the characteristics of video streaming traffic to quantify the most important QoE degradation factors of one of the most important applications today.
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                                The Amazon Echo Show is one of the most widely used smart speakers with the ability to stream video. Due to its popularity, the traffc profiles of such devices are of interest to network operators and providers. This work presents a measurement study of the Amazon Echo Show in terms of network traffc and streaming behavior. More than 470 hours of streaming data are collected and analyzed at network layer. Based on this, streaming quality is derived at application layer. The study quantifies the traffc and shows that streaming with the Amazon Echo Show is comparable to streaming with a native web browser, but in a more conservative way.

                            

                            
                                @inproceedings{info3-inproceedings-2019-26,
  abstract = {The Amazon Echo Show is one of the most widely used smart speakers with the ability to stream video. Due to its popularity, the traffc profiles of such devices are of interest to network operators and providers. This work presents a measurement study of the Amazon Echo Show in terms of network traffc and streaming behavior. More than 470 hours of streaming data are collected and analyzed at network layer. Based on this, streaming quality is derived at application layer. The study quantifies the traffc and shows that streaming with the Amazon Echo Show is comparable to streaming with a native web browser, but in a more conservative way.},
  author = {Loh, Frank and Vomhoff, Viktoria and Wamser, Florian and Metzger, Florian and Hoßfeld, Tobias},
  booktitle = {4th Internet-QoE Workshop: QoE-based Analysis and Management of Data Communication Networks},
  keywords = {can},
  month = 10,
  title = {Traffic Measurement Study on Video Streaming with the Amazon Echo Show},
  year = 2019
}


                            

                            

                            
                                %0 Conference Paper
%1 info3-inproceedings-2019-26
%A Loh, Frank
%A Vomhoff, Viktoria
%A Wamser, Florian
%A Metzger, Florian
%A Hoßfeld, Tobias
%B 4th Internet-QoE Workshop: QoE-based Analysis and Management of Data Communication Networks
%D 2019
%T Traffic Measurement Study on Video Streaming with the Amazon Echo Show
%X The Amazon Echo Show is one of the most widely used smart speakers with the ability to stream video. Due to its popularity, the traffc profiles of such devices are of interest to network operators and providers. This work presents a measurement study of the Amazon Echo Show in terms of network traffc and streaming behavior. More than 470 hours of streaming data are collected and analyzed at network layer. Based on this, streaming quality is derived at application layer. The study quantifies the traffc and shows that streaming with the Amazon Echo Show is comparable to streaming with a native web browser, but in a more conservative way.


                            

                            
                        

                    
	
                        

                        
                            
  From click to playback: a dataset to study the response time of mobile YouTube. Loh, Frank; Wamser, Florian; Moldovan, Christian; Zeidler, Bernd; Hoßfeld, Tobias; Tsilimantos, Dimitrios; Valentin, Stefan. In Proceedings of the 10th ACM Multimedia Systems Conference, pp. 267–272. 2019. 




                            
                                
                            

                        


                        


                        
                            
                            

                            	[ Abstract ]
	[ BibTeX ]
	[ EndNote ]
	[ Download ]


                        


                        


                        
                            
                                Responding fluently to user requests is important to keep them immersed. In this paper, we are presenting an extensive dataset to study the response time of YouTube's mobile video streaming service on Android. We illustrate the application of our dataset by studying YouTube's initial delay for a subset of 9 videos in 75 network scenarios. We find that in 41% of the cases, YouTube exceeds the attention span of a typical user, while deep immersion is only reached in 15% of the cases. Our factor analysis implies that the allocation of the initial CDN node is the critical link in this delay chain. Since our dataset includes a large variety of factors, we are describing setup, methodology, and data structure in detail. Our dataset and measurement tools are publicly available.
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                                Today's networks require a deep understanding of applications to optimize networks, efficiently design networks, and meet traffic demands, application heterogeneity, and application requirements. Current application areas include live video streaming and real-time applications, such as those that are named in 5G use cases with automation, disaster recovery, gaming, and Industry 4.0. In this work, we examine an application scenario with live video streaming and parallel real-time requirements in the uplink for disaster recovery. We study the quality of service (QoS) features of a remote-controlled drone. The drone is controlled via a tablet or smartphone while the video from the camera is transmitted from the drone to the user. There are high demands in both the uplink and downlink direction. The contribution of the work is the measurement of the QoS and application parameters for this scenario and the definition of influencing parameters for the application-layer.
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                                YouTube is one of the most popular and demanding services in the Internet today. Thereby, a large portion of this traffic is generated by YouTube's mobile app. While past studies have shown how to monitor browser-based streaming on desktop PCs (e.g., YoMo) or mobile devices (e.g., YoMoApp), streaming in the native app has not been monitored yet. This paper presents an automated framework for monitoring the streaming in YouTube's native app for Android. The concept is based on a wrapper application and the Android Debug Bridge (adb), and can be also extended to automatic measurements with other apps. For YouTube, it allows to collect application-layer streaming data, such as current playtime, buffered playtime, video encoding, and quality switches. These data can be complemented with network measurements on the mobile access link to obtain a holistic view on mobile YouTube streaming on Android devices. In addition to describing the software design and testbed setup, this paper discusses an experimental measurement. This study analyzes the streaming in the native YouTube app and compares it to the streaming from the mobile YouTube website via YoMoApp.
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                                This demo introduces a wrapper used for automated measurements of mobile video streaming in the Android YouTube app. The difference to traditional measurement techniques is that the measurement is done with the native YouTube app as it is provided in the Google Play Store. In addition to bandwidth or packet loss detection, the QoE of the video stream can be measured and quantified. For this, the amount of quality changes, the current playtime, the buffer level, and statistics like video and audio format are captured. Thus, detailed relationships between network parameters and streaming behavior based on many factors can be detected within the native app available in the Play Store.
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                                The continuous growth of Internet content, applications and services has led to ever more demanding requirements in the networks. To meet this, there have been significant developments in the migration of applications and services towards the cloud. The cloud not only provides applications, but also offers dynamic adaptability, scalability, and optimization with respect to the location of the application by migrating storage and application containers. In particular, cloud services can typically be placed and orchestrated at a variety of locations in the cloud. This demonstration shows a dynamic placement of a cloud service with video streaming and real-time control commands for a remote-controlled drone. We control a drone with the help of a cloud service which, in addition to the control commands, also returns a camera image to the operator. The requirements of this cloud application are groundbreaking. The camera requires high data rates from the drone to the cloud and from the cloud to the operator, so that the image can be transmitted in acceptable quality. For the control of the drone, a short delay must also be given in the direction of the drone so that the control can be carried out in real time.
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